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Preface

Defending your organization from cyberthreats is a cat and mouse game. Both sides are constantly
changing their tactics. When the defense tools work, the adversaries acquire the defense technology,
reverse engineer it, and develop strategies to bypass it. When the adversaries start to succeed at
bypassing security tools, defense companies take note, research the attack being used, and adjust
defense capabilities in their tools to prevent future successful exploitation. Somewhere in between all
of this back and forth is your organization.

Security is about the combination of people, process, and technology working together to accomplish
a goal. You don’t just buy a few products, plug them in, and magically eliminate the risk of being
exploited. Security is a journey, which you must continue to invest in. It is not a destination. You
don’t one day become secure and be done with it. You can’t buy your way to being secure. It requires
an investment in a team responsible for security, commonly referred to as the security operations
center (SOC).

Vision

My purpose for writing this book is to help every organization regardless of size, budget, or mission
understand how to turn those responsible for the security of their organization into a security operations
center. [ do believe security is the responsibility of everybody in the organization, but one or more
people need to have security as their primary job, and they need to be recognized for that role.

In this book, I describe how to build security services to support your organization. Some organizations
run their business from the cloud. Other organizations do not. Some organizations have a budget to build
anew SOC, while others need to convert what they have into a SOC that can support the organization
now. Wherever you are at in your security journey, I have designed this book to incorporate industry
guidelines, popular frameworks, and my own personal experience to give you an overview of how
mature SOCs around the world run their security practice. I believe any organization can run a mature
SOC as long as the organization recognizes its security team and what they do as a formal SOC.

My vision for this book is to take a vendor-agnostic approach to security with a focus on capabilities
and best practices that will prepare you for the threats of tomorrow. I include tons of open-source
and commercial product examples, but I always focus on the outcome of the recommendation so the
vendor of choice won’t matter. I reference specific guidelines to validate my recommendations and
explain the risk of not performing what is covered in this book. I believe security professionals of all
levels of experience can benefit from this book and I hope this book becomes a valuable asset in your
journey against cyberthreats.

Who Should Read This Book?

I believe anybody with an interest in cybersecurity will benefit from this book. I explain concepts using
different viewpoints ranging from what leadership expects to those behind the keyboard care about.
Topics include building a SOC, risk management, vulnerability management, incident management,
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analysis of malware, compliance, digital forensics, situational and security awareness, and research
and development. All of these topics correspond to services that are provided by mature SOCs around
the world. Anybody who is interested in learning how to build these services into their security practice
will benefit from this book.

How This Book Is Organized

This book can be used the day you start planning to build a SOC and can act as a resource to help
mature an existing SOC. Chapter 1 starts with a general overview of all high-level SOC concepts.
Chapter 2 focuses on how to build a SOC, including aligning the SOC to the business, mission state-
ments, scope, and everything that should be considered as you plan a SOC.

Chapter 3 introduces the fundamental SOC services I find in mature SOCs around the world. I work
through each service in the remaining chapters, including how to deal with risk, vulnerabilities,
compliance, and other challenges organizations rely on the SOC to handle. Chapter 8 provides different
approaches to some topics, such as when to launch an incident response versus a forensic investigation.
Chapters 2 and 11 cover technologies that are common today as well as technologies that are futuristic
but will eventually become part of the average SOC. An example is how cloud technologies such as
Secure Access Service Edge (SASE) will eventually become as common as Voice over IP (VoIP) has
become in most businesses.

Throughout this book I include examples of tools and techniques used by both red teams and blue
teams, meaning I show how to execute real-world exploitation as well as how SOCs around the world
defend against modern attacks. Many of the tools are open source, including using Kali Linux for
exploitation, Ansible for automation, and NIST publications (among others) as guidelines. When the
topic requires referencing enterprise tools, I try to bounce between vendors to give you a general feel of
the capabilities rather than the specifics of how a particular vendor’s tool functions. My goal is to keep
a vendor-agnostic approach to security, which is why I include examples from many different vendors
and open-source options.

Chapter 11 concludes this book by making predictions about the future of the SOC. My predictions are
based on industry trends, conversations with customers, and personal experience in the industry for 20+
years. I believe many of the topics in this book are fundamental security concepts and will be relevant
for many years after this book’s publication. I wrote this to prepare you for the threats of tomorrow
regardless of how they look. I believe this book has something for every organization to benefit from,
and hope it helps you in your journey to building and running a successful security operations center.

Book Structure

I have organized this book from general SOC concepts to detailed SOC services. The following is a
short summary of each chapter and how it relates to building and maintaining a mature SOC.

= Chapter 1, “Introducing Security Operations and the SOC”’: This chapter introduces high-
level SOC concepts. I provide ways for you to validate which capabilities you currently have
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as well as how to assess your existing processes so you can plan where you can improve your
SOC, if one already exists. The purpose of this chapter is to serve as a primer for the remain-
ing chapters and help you establish your current state of security so you can use this book to
develop a mature SOC.

Chapter 2, “Developing a Security Operations Center”’: Chapter 2 focuses on the funda-
mental business and operational requirements that need to be in place before your SOC can
provide service. Topics include who should sponsor, manage, and support the SOC, what type
of policies and procedures need to be developed, and other business objectives that are essential
prerequisites for your SOC goes live. The second half of this chapter focuses on operational
requirements, such as how to plan the SOC workspace, how to accommodate SOC team
members with different responsibilities, and what type of technology needs to be considered
depending on what services your SOC plans to offer. Addressing the topics in this chapter is
essential before your SOC can provide any value to the organization.

Chapter 3, “SOC Services’: This chapter introduces many of the topics that are explored in
depth in the subsequent chapters of the book. I introduce the fundamental SOC services that

are common in organizations around the world. I cover how these services can be delivered

by the SOC and everything you need to consider as you look to stand up a new SOC service.
This includes when you should outsource a service versus when it makes sense to develop the
service using in-house capabilities. Chapter 3 represents the point at which your SOC is moving
to a go-live state and starting to provide value to the organization.

Chapter 4, “People and Process”: Every SOC service requires the right people and processes
to be successful. This chapter introduces all of the different job roles that are common in
mature SOCs around the world. It describes skill requirements for each of the roles as well

as expectations for daily duties. I cover how to find the right people for your SOC and groom
them using different programs that tie directly back to the SOC’s service success. Topics
include job roles, recruiting, interviewing, onboarding, and outsourcing people and process.

Chapter 5, “Centralizing Data”: One fundamental SOC capability is being able to work with
both the organization’s data and external security data such as threat intelligence. Many new
SOCs start off by offering log management and analysis services. This means the SOC is
responsible for collecting logs from various tools, analyzing the logs, and providing a response
when certain events are identified. Centralizing data is not an easy task as data comes in many
formats and more advanced uses of data require different types of programming and automation
skillsets. I cover everything related to how to collect and use data, which is a critical stepping-
stone to many of the other services offered in mature SOCs around the world.

Chapter 6, “Reducing Risk and Exceeding Compliance”: Dealing with risk and ensuring
compliance are common requirements for many SOCs. The types of risk will vary between
organizations, but in general, a SOC is responsible for reducing risk. Compliance can be man-
dated by local or federal government, mandated by service providers such as credit card com-
panies, or mandated by an organization’s leadership. In addition to these topics, this chapter



XXVii

covers some peripheral topics because everything security related is a form of risk management
and has some form of compliance element. For example, managing vulnerabilities can be part
of a risk management program as well as a requirement to be compliant with some regulation
or policy. I believe risk management and compliance are the most critical of the services your
SOC can provide.

Chapter 7, “Threat Intelligence”: Building on Chapter 5, which stresses the importance of
collecting and using data for SOC services, this chapter focuses on the critical data source of
threat intelligence. I believe threat intelligence represents the future of all security technologies
and thus have dedicated this chapter to the topic. Data is becoming too massive to manually
review, and concepts such as baselining normal behavior or comparing things against what oth-
ers are seeing is where the security industry is investing all developments. If your SOC is not
leveraging threat intelligence today, it soon will be. If you are using threat intelligence, you will
find in this chapter that there are many different ways to use threat intelligence, including look-
ing beyond obtaining lists of things that are considered a high risk.

Chapter 8, “Threat Hunting and Incident Response’: One core service many organizations
expect from the SOC is responding to incidents. This chapter covers how to develop a robust
incident response service. Topics include how to plan a response based on the incident, how to
contain, eradicate, and recover from an incident, when to use digital forensics, and what post-
incident response activities should occur before you close out a case. Incident response is made
up of many different services ranging from skillsets in analyzing malware to how to properly
investigate an artifact without modifying it if legal action could occur. I include many tools
and techniques so you can build a lab and eventually go live with a proper incident response
capability.

Chapter 9, “Vulnerability Management”: Any SOC that is responsible for incident response
should also include services for incident recovery and vulnerability management. By doing this,
the SOC is able to reduce the risk of future security events based on the principle that an attack
needs a vulnerability in order to succeed. Removing the vulnerability means the risk is reduced.
This chapter focuses on vulnerability management services both from a proactive standpoint
and a reactive standpoint. I believe if your SOC dedicates time to these topics, your organiza-
tion will experience less attack behavior, leading to more time to focus on proactive services
versus continuously reacting to security events.

Chapter 10, “Data Orchestration”: Many SOCs around the world have great data repositories
and services but are finding their staff is being overwhelmed with tedious work. As a response
to this problem, many organizations are investing in automation and orchestration with the goal
of reducing mundane tasks and establishing a formalized and repeatable response to how they
deliver SOC services. This chapter focuses on these topics, taking many of the concepts from
previous chapters and looking at ways to apply orchestration and automation. Topics include
tools, techniques, and programming, including an introduction to DevOps.
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® Chapter 11, “Future of the SOC”: This final chapter forecasts the future of the security
operations center. I present a few industry trends that I believe will change the SOC of the
future and explain how they look today as well as predict what they will look like in the future.
Topics include Secure Access Service Edge (SASE), software-defined wide-area network
(SD-WAN) technologies, general cloud trends, IT services, training, and the future of automa-
tion. I close this chapter and book with a focus on the future of your own SOC, a synopsis of
how to take everything covered in this book and apply it to your SOC’s journey to maturity and
success.
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We Want to Hear from You!

As the reader of this book, you are our most important critic and commentator. We value your opinion
and want to know what we’re doing right, what we could do better, what areas you’d like to see us
publish in, and any other words of wisdom you’re willing to pass our way.

We welcome your comments. You can email or write to let us know what you did or didn’t like about
this book—as well as what we can do to make our books better.

Please note that we cannot help you with technical problems related to the topic of this book.

When you write, please be sure to include this book’s title and author as well as your name and email
address. We will carefully review your comments and share them with the author and editors who
worked on the book.

Email: community @informit.com
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Chapter

People and Process

Never forget what you are. The rest of the world will not. Wear it like armor,
and it can never be used to hurt you.

—"“Tyrion Lannister,” Game of Thrones (George R. R. Martin)

This chapter focuses on the human element of the SOC. These are the people that deliver the services
covered in Chapter 3, “SOC Services,” and will be the highest cost of running the SOC. According to a
2018 survey of 620 IT and cybersecurity professionals conducted by Enterprise Strategy Group (ESG),
as summarized by Jon Oltsik, a senior principal analyst at ESG, “cybersecurity represents the biggest
area where their [survey respondents] organizations have a problematic shortage of cybersecurity
skills.” This means not only are good people hard to find, they are even harder to keep because the
technology industry has more jobs than people to run them. This chapter looks at what skills are recom-
mended for different SOC job roles, how to recruit the right people, and strategies to keep those people
excited to be part of your SOC. Without the proper people, process, and technology, your SOC will
experience failures in services. Also, remember from Chapter 3 that people are one of the three pillars
(along with work environment and technology) of the foundational SOC support services that must be
in place before any SOC service can be launched. Let’s now spend a chapter focusing on your people.

Career vs. Job

My mother used to explain that the difference between a job and a career is the perspective of the
person doing the work—that is, how serious the person considers the work to be. For example, many
teenagers look for a job simply to save enough money to purchase things they want. They don’t care
about advancements in their job because they are working just for the paycheck and typically don’t
even know or care about the mission of the organization they work for. By contrast, people who are
career-driven are not showing up just for a paycheck. They also want career advancement, training to
improve their skills, and the satisfaction of spending time working on something they enjoy doing.
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The goal of this chapter is to help you not only plan to recruit career-driven people, but also develop
and retain talent, because people are going to be your SOC’s most important assets.

Developing Job Roles

Many different job roles fall under the categories “cybersecurity” and “information technology.”
Within those generic categories are roles that are responsible for presales, delivery of services, daily
operations, and everything in between. Your SOC will have roles that fall under the cybersecurity and
information technology categories; however, your SOC roles will require specific skills, knowledge,
and experience based on the services your SOC offers. Sometimes skills, knowledge, and/or expe-
rience can be acquired on the job, while other times they are prerequisites for an employee to take on
the associated responsibilities of a job role. Successful organizations clearly define job roles, compen-
sation ranges, responsibilities, and paths for career growth because these elements are what attract and
retain quality people.

In Chapter 1, I introduced the eight core services I find within mature SOCs. Each service has different
types of job roles, which some can apply to multiple services while others are very specific to a single
service. You will need to recruit and retain the right talent for the services you offer, which continues
to be an extremely challenging task in today’s competitive cybersecurity job market. Not only is it hard
to find the right talent, but experienced talent will be expensive. You will have to decide when you can
groom an internal employee for a role or seek external talent to fill a position.

One major factor that impacts these decisions is available budget for recruiting talent. Leadership will
need a general number of what the cost will be to fill a SOC position. The best way to determine a
ballpark cost to fill a SOC position will be using publicly available pay scales. The general schedule
pay scale is an example of such a resource.

General Schedule Pay Scale

The U.S. federal government uses a scale based on series and grade to categorize and define jobs. The
series is a numbered system for grouping similar occupations. For example, a computer engineer is part
of the 0854 series, while a nurse is part of the 0610 series. The grade refers to the General Schedule
(GS) pay scale representing the pay level for the job. A job role with a higher GS grade will have a
higher pay range. Employees with a high school degree and little experience fall under the GS-5 and
lower range, while people with work experience can expect to be at least at a GS-7 level. Employees
with a master’s degree and special experience will expect a GS-9 or higher job role. People looking to
work for the U.S. federal government can use this system to quickly understand the pay range for any
available U.S. federal job request. Candidates can also refer to the standardized language of the GS pay
scale jobs to ask about how the existing role can advance to higher GS grades as the candidate gains
experience in the role.
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The U.S. pay scale is just one example of a grade scale format. | believe the concept of grade
scales is useful for better understanding a pay range and what is involved with a job. | believe
grade scales more accurately represent the responsibilities of a job role than do job titles. In my
experience, I’ve worked with people who have fabricated fancy job titles when their official title as
documented within the organization is different. For example, a salesperson who is responsible
for northeast sales might use the title Director of North East Sales even though he or she is not
performing what the industry would consider director job duties. I've found that people who haven’t
had an increase in responsibility tend to eventually create their own made-up job titles. The most
common example is using terms such as “Senior” to represent time served rather than an increase
in responsibility. Time served does not automatically increase an employee’s grade scale.

Formalizing Payscales

The GS pay scale is just one example of a pay scale you can use to standardize how compensation is
distributed to each job role in your organization. You want to apply a formal pay scale to your SOC
roles to set expectations for the pay range associated with your positions. You also need to be specific
regarding what skills and other requirements are involved with each role to ensure potential candi-
dates know what is required to qualify for the role. This also applies to advancements in a role. For
example, as a SOC analyst gains experience, her title should change. A SOC analyst could start out as
a grade 1 analyst. Once that analyst meets certain time, skill, and experience requirements, the analyst
can request to be promoted to a grade 2, which will have a higher pay range. While skills are being
obtained, salary increases should be provided that fall within the specific pay range. At some point,
the candidate will hit the top of the pay range and must move to another pay range before any further
increases in salary can be provided.

Formalizing pay scales enables employees to understand how their compensation will change as they
increase in grade scale or switch roles, which will have their own assigned grade scale. Some job series
will max out faster than others, encouraging an employee to switch roles if they desire a higher pay
scale. An analyst series might max out at the role “analyst grade 5 while the pay for a analyst grade 5
is similar to a “architect grade 2” role. In this example, an analyst would not be able to make the same
income as an architect grade 3 or higher, motivating the analyst to switch roles if he wants to be part
of a higher pay scale than what an analyst pay scale could offer. Having certain job series max out at
lower pay scales than other job series isn’t a bad thing. Developing a job role structure with certain job
pay scales maxing out lower than others encourages career development that is driven toward senior
job titles. Companies that don’t encourage career growth and just provide standard raises on an annual
basis will not encourage employees to invest time into developing their skills or career. As a result,
employees will remain unmotivated and a flight risk.
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Learn more about the GS pay scale at https://www.opm.gov/policy-data-oversight/pay-leave/
salaries-wages/2019/general-schedule/.

IT Industry Job Roles

Job roles need to be clearly defined to identify a baseline of responsibilities as well as skills and expe-
rience expectations. The next section reviews the various types of jobs and their expected associated
skills. It is up to your organization to customize and explain how the general skills associated with
a job title relate to the specific job role and what additional skills and experience are desired for a
potential candidate to be considered.

According to the employment website Indeed (https://www.indeed.com), the following items need to
be included in a basic job title. Make sure to elicit responses to each of these categories with any job
posting that you publish.

® Job role: Use targeted language rather than generic titles. Avoid lingo that is internally unique
to your organization.

® Job summary: Sell your job with an attention-grabbing summary. Include the exact job loca-
tion, including whether remote work is an option.

B Responsibilities and duties: Outline the core responsibilities. Highlight the day-to-day activi-
ties. Specify how the position fits within the organization and SOC.

= Qualification and skills: Provide a list of hard and soft skills. Keep the list concise.

To better understand job roles, let’s review common job titles and their associated skills.

Common IT Job Roles

Reviewing the common job roles that exist in the IT market space is a good place to start before
focusing on the SOC-specific roles you will want in your organization. You can use the following
list of IT industry job roles to better understand what type of skills are associated with a common IT
title and determine if that role could apply to a SOC role you are looking to fill. Some roles will be
tied to generating revenue, known as presales roles, while others will be supporting the organization
in various fashions. Some job roles, such as a PCI DSS compliance officer, are tied to specific tasks,
while others, such as a network engineer, are more generalized. The range and depth of skills will also
vary between roles. A presales engineer might or might not have much hands-on experience with a
technology depending on how the candidate utilized the technology in his or her previous role. It is
best to qualify any skill during the interview process and validate experience through references.
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As you review these job roles, you might wonder how they relate to the SOC. As I’'ve mentioned
a few times in this book, the security industry is lacking sufficient qualified talent to fill all the
jobs that are available. This concept holds especially true for people with SOC experience. | find
that many organizations have to either grow SOC skills from within or expand their search to
more generic IT skills in order to find available people. | will cover SOC job roles shortly, but it is
extremely valuable to also know industry job titles as well. You might need to pull candidates from
another IT field to find somebody for your SOC service.

B Account manager (AM): An account manager works in the sales and marketing department

of a business and is responsible for managing client accounts. This job role requires very little
technical knowledge, but it does require mature soft skills and a drive to execute on meeting or
exceeding sales goals.

Sales engineer (SE): A sales engineer combines technical knowledge with sales skills (a com-
bination of hard and soft skills). Because many account managers lack technology knowledge,
they require an engineer to handle technical-related tasks. Those tasks include understanding
the customer’s technical needs, explaining the technology or services those needs represent,
providing demonstrations of technology, or possibly even installing technology to prove it can
accomplish the desired goals so that a sale can be achieved. Sales engineers must be able to
translate technical concepts into terms that nontechnical people understand.

Marketing engineer: Organizations that sell products or services have teams dedicated to
developing how those offerings are marketed to customers. Some marketing teams require cre-
ative people with a technical background to explain the value of the solutions being offered as
well as validate if the marketing efforts meet their targeted customers’ expectations. The level
of technical and soft skills required for the marketing engineer position will depend on the type
of products and services being offered as well as how the marketing engineer will be utilized.

Installation/post-sales engineer: This role supports presales teams by delivering the products
and services that were sold to the customer. Services could be short-term or long-term contracts
and have various travel requirements. For example, an installation engineer could travel often
to new customer locations for short projects or be part of a long-term deployment that spans
across multiple locations.

Compliance officer: Many organizations have compliance requirements that they must meet

to offer certain types of services as well as to avoid the negative impact (such as fines) from not
meeting mandatory compliance. Compliance officers are responsible for monitoring the current
state of an organization’s compliance status, obtaining proof that compliance is met, monitoring
for changes in compliance, and performing other compliance-related tasks.
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B Manager: Managers are responsible for addressing employees’ needs. Fulfilling those needs
can include operational requirements, such as providing tools and support to perform their jobs,
or emotional support to encourage a positive working environment. Great managers help people
achieve goals as well as mentor employees so they can grow their skills and feel accomplished.
When employees experience challenges, managers are responsible for representing their needs.
Managers are expected to have strong soft skills and experience managing people.

B Desktop support: The desktop support group focuses on managing host-related services. This
can include support needed for desktops, laptops, mobile devices, and sometimes servers. Desk-
top support can be responsible for issuing equipment, enforcing security within equipment, and
supporting the equipment with updates or software requested by employees. Desktop support
can also develop policies for endpoints and support the SOC’s mission of enforcing security
policies. Skills can range between operating system types and tools, depending on experience
level.

® Helpdesk: The helpdesk team is responsible for anything related to supporting employees and
their equipment. This role is typically the first layer of support for an organization’s internal
services. Examples of common helpdesk job duties include resetting passwords, provisioning
hardware and software, and responding to security incidents, such as a user reporting that her
computer might be infected with a virus. The desktop support role and helpdesk role can be the
same role or have responsibilities divided between different teams. A SOC can include a help-
desk service to assist with responding to security incidents and to support SOC team members’
technical requirements.

= Database/cloud engineer: Organizations create data and need a place to store it. Data can be
stored locally on servers or on a cloud storage service provider’s servers. A database or cloud
engineer acts as a data custodian ensuring that data is protected and policies created by the data
owner are enforced. Technical skills include setting up relational databases, designing queries
and reports to access information in the databases, and administering backup and recovery
procedures.

® Network engineer: Network engineers deploy and manage the organization’s networks. Every
organization has some form of network services such as LAN, VPN, and wireless. Even orga-
nizations that lead with cloud services need a network to enable employees to access the cloud.
Network engineer skills range from configuring to monitoring and troubleshooting various
types of network equipment.

B Software engineer: Computer programs are computer code created by software engineers. As
IoT and other technology grows in popularity, the need for programmability and applications
increases the need for software engineers. Many SOCs leverage customized applications that
are built by software engineers or leverage open-source tools that can leverage programmable
tools that modify how the tool works or how the data is used by the tool. Software engineers
develop information systems by designing, developing, and installing software solutions.
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A question I’'m often asked is, “How do | start a career in cybersecurity?” My answer is that it
depends on where you see yourself in three, five, and maybe even ten years from today. As the
preceding list of the IT job roles indicates, many different types of work fall under the category
“cybersecurity” or more broadly “information technology.” Know that all the types of IT and cyber-
security job roles are not a good fit for you. There are many types of jobs within the world of IT that
require different skills and personalities. | recommend identifying the type of work you want to do
and speaking with people in that job role. As you consider a future career, factor in requirements
for expected travel, work hours, compensation, required skills, and associated culture, even if
some of these factors will be based on the specific employer offering the job. Once you find a
desired job role, work toward education and experience specific to that role.

Some of the preceding job roles could apply to SOC work, while others do not but could perform
SOC work with some level of training. I also didn’t cover every job role you will find if you search
popular job recruiting resources using terms like “cybersecurity” and “information technology” since
the list could take up the entire chapter. Many of these jobs are also feeder roles into security-related
work, meaning jobs people do before they start working in a SOC or undertaking similar security-
related work. Sometimes people find a job in security later in their career because the candidate didn’t
initially pursue a career in security after completing their education, found an opportunity in non-
security-related work prior to performing SOC work, wasn’t qualified for security-related work, or
other reasons.

SOC Job Roles

The expected career path for any job role in a SOC will depend on how the organization assigns
responsibilities and pay scale to a job role. Roles in networking, software development, system
engineering, and security intelligence can lead to entry-level SOC-related work. Entry-level SOC
job roles such as junior analyst, consultant, or tester can lead to job titles such as senior architect or
security administrator as responsibilities and pay scales increase. Know that there isn’t a set standard
for job roles or how roles feed into other roles, meaning the role of analyst at one organization could
require the same experience as the role of architect at another organization. One organization might
require specific certifications, degrees, or experience to meet the requirements of a job role, while
the same job role at another organization will have different requirements. Consider industry and
SOC job role, pay scales, and expected experience as you develop your strategy for recruiting for
any job role in your SOC.

The job roles covered in the sections that follow make up common SOC-related career paths. These
roles range from entry-level to senior-level job titles. The specifics of the work will depend on the type
of service offered by the SOC. I will attempt to group similar job roles and explain skills based on what
I have encountered in SOCs around the world. Use the recommended skills and certifications listed
as reference points for what training and certifications you could pursue if you work in one of these
job roles.
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I will follow up this section with an industry guideline for job roles known as the NICE Framework,
which is much more detailed than my general list covered next. | will not list everything found in
the NICE Framework but rather show you how to access and use that resource to research career
path data.

Security Analyst

The security analyst role evaluates various types of data and plans and implements security measures
to protect computer systems, networks, and data. Reviewing data can mean evaluating live network
traffic or a copy of evidence such as event logs generated by security and network tools. In regard to a
security operations center, a SOC analyst can be responsible for reviewing security logs and responding
to events based on the services offered by the SOC. The skills associated with a security analyst can
include reading logs and event data from various types of tools, implementing changes to security
tools, such as configuring firewall rules, responding to incidents based on suspected events, and devel-
oping playbooks for the organization to standardize its responses to different events.

Table 4-1 outlines the responsibilities, skills, and certifications associated with the security analyst
role. The security analyst role is ideal for the incident management SOC service but can also be part of
the vulnerability management and research and development (R&D) services. Similar job titles include
security engineer, security administrator, security specialist, and security consultant.

TABLE 4-1 Security Analyst Responsibilities, Skills, and Certifications

Responsibilities

Skills

Certifications

Evaluate security
measures and controls for
vulnerabilities

Establish plans and protocols
to protect digital files and
information systems against
unauthorized access,
modification, or destruction

Penetration and vulnerability
testing, information security
knowledge

Host security tools (antivirus,
anti-malware, VPN), data

loss prevention technologies,
encryption concepts, identity
management, access control

CEH: Certified Ethical Hacker

OSCP and PEN-200 from offensive
security

CPT: Certified Penetration Tester

CEPT: Certified Expert Penetration
Tester

GPEN: GIAC Certified Penetration
Teste

CISM: Certified Information Security
Manager

ECSA: EC-Council Certified Security
Analyst

Vendor NAC certification
Vendor Data Loss certification

Identity Management certification
(e.g., Microsoft Active Directory)
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Skills

Certifications

Maintain data and monitor
security access

Perform security assessments
and recommend security
controls

Anticipate security alerts,
incidents, and disasters and
reduce their likelihood

Manage network and security
systems

Analyze security breaches to
determine their root cause and
impacted parties

Recommend and install tools
and countermeasures

Provide training to employees
in security awareness and
procedures

TCP/IP, computer networking,
routing and switching

Firewall and intrusion
detection/prevention protocols

Windows, UNIX, macOS, and
Linux operating systems

Network protocols and packet
analysis tools. Windows,
UNIX, macOS, and Linux
operating systems

Digital forensics and threat
hunting

Understand industry frame-
works, security tools, and
security process

Developing training programs

GSEC: GIAC Security Essentials

GCIH: GIAC Certified Incident
Handler

GCIA: GIAC Certified Intrusion
Analyst

CISM: Certified Information Security
Manager

CISSP: Certified Information Systems
Security Professional

Vendor product certifications
Operating system certifications

Vendor network certification (e.g.,
Cisco CCNA/CCNP/CCIE)

Operating system certifications

EC Council Computer Hacking
Forensic Investigator certification

ISC2 CISSP
CompTIA CySA+

SANS Security Awareness
Professional (SSAP)

Penetration Tester

The penetration tester role is focused on identifying vulnerabilities and testing those vulnerabilities in
a similar manner to how an adversary would. Assessment officers and others that are responsible for
identifying vulnerabilities tend to leverage automated tools and focus on identifying potential vulner-
abilities but do not validate how realistic the vulnerability may or may not be. Penetration testers
invest additional time validating that vulnerabilities exist using the same tools used by adversaries.
Penetration testers attempt to exploit the vulnerability and then document the results. A penetration
tester must be knowledgeable in how to identify vulnerabilities as well as common tactics used to
exploit a vulnerability to achieve the same outcome a potential adversary could obtain. This skillset is
commonly referred to as red team skills.

Table 4-2 outlines the responsibilities, skills, and certifications associated with the penetration tester
role. A penetration tester is ideal for the vulnerability management SOC service but can also work
in the compliance, risk management, and R&D services. Similar job titles include security analyst,
security engineer, threat researcher, ethical hacker, red team member, and tester.
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TABLE 4-2 Penetration Tester Responsibilities, Skills, and Certifications

Responsibilities

Skills

Certifications

Perform penetration tests and
assessments of web-based
applications, networks, and
computer systems

Conduct physical security
assessments of servers,
systems, and networks

Design and create new tools
and tests for penetration
testing and assessments

Probe targets and pinpoint
methods that attackers could
use to exploit weaknesses
and logic flaws

Employ social engineering to
uncover security holes

Incorporate business goals
into security strategies and
policy development

Research, document, and
review security findings with
management and IT teams

Improve security services,
including the continuous
enhancement of existing
methodology material and
supporting assets

Provide feedback, support,
and verification as an
organization fixes security
issues.

Exploitation, assessment,
and audit skillsets;
technical writing; legal
and compliance
understanding

Vulnerability and physical
security assessment
capabilities

Lock picking

Network servers,
networking tools, security
tools and products

Computer hardware

and software systems;
vulnerability management
and exploitation tactics

Web-based applications
and behavior science

Security frameworks
(e.g., ISO 27001/27002,
NIST cybersecurity
framework, etc.)

Vulnerability analysis and
reverse engineering

Security frameworks
(e.g., ISO 27001/27002,
NIST cybersecurity
framework, etc.)

Communication and
writing

CEH: Certified Ethical Hacker

OSCP and PEN-200 from offensive
security

CPT: Certified Penetration Tester

CEPT: Certified Expert Penetration
Tester

GPEN: GIAC Certified Penetration Tester
A+ and other hardware certifications

OSCP and PEN-200 from offensive
security

CEPT: Certified Expert Penetration
Tester

GPEN: GIAC Certified Penetration Tester
CEH: Certified Ethical Hacker

OSCP and PEN-200 from offensive
security

CPT: Certified Penetration Tester

CEPT: Certified Expert Penetration
Tester

OSCP: Offensive Security Certified
Professional

CISSP: Certified Information Systems
Security Professional

CISM: Certified Information Security
Manager

CCFE: Certified Computer Forensics
Examiner

CISSP: Certified Information Systems
Security Professional

College degree
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Assessment Officer

An assessment officer is responsible for identifying potential vulnerabilities or gaps in corporate
policy, compliance requirements, or general security best practices as defined in popular frameworks.
Unlike a penetration tester, an assessment officer works within specific scopes as defined by policies,
compliance, or frameworks, meaning he or she must be aware of the latest requirements and continu-
ously validate the organization is meeting those requirements. Any vulnerabilities out of scope of such
requirements will be overlooked by the assessment officer because the focus of an assessment officer is
auditing rather than general security validation. An assessment officer’s skills are focused on business
and operations with a strong understanding of industry frameworks, compliance, and laws associated
with cybersecurity as it relates to the organization.

Table 4-3 outlines the responsibilities, skills, and certifications associated with the assessment officer
role. An assessment officer is ideal for the compliance and risk management services but can also
work in the vulnerability management service or assist other services such as incident management
and R&D. Similar job titles are compliance officer, policy officer, security officer, and infosec officer.

TABLE 4-3 Assessment Officer Responsibilities, Skills, and Certifications

Skills

Security frameworks (e.g.,
ISO 27001/27002, NIST

Certifications

CISSP: Certified Information Systems
Security Professional

Responsibilities

Incorporate business goals
into security strategies and

policy development

Conduct physical security
assessments of servers,
systems, and networks

Interview employees, obtain
technical information, and
assess audit results

Understand industry data
security regulations

Develop and execute tests
based on regulations being
audited

Research, document, and
review security findings with
management and IT teams

cybersecurity framework, etc.)

Vulnerability and physical
security assessment
capabilities; lock picking

Management and strong
communication skills

Understand HIPAA, PCI DSS,
etc.

Critical-thinking skills

Critical-thinking skills

CISM: Certified Information Security
Manager

GPEN: GIAC Certified Penetration
Tester
CEH: Certified Ethical Hacker

OSCP and PEN-200 from offensive
security

CPT: Certified Penetration Tester
CEPT: Certified Expert Penetration
Tester

College degree or special communi-
cation skills training

CISM: Certified Information Security
Manager

Specific industry data security
certification and experience

College degree and/or programming
certification

College degree and/or programming
certification
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Responsibilities Skills Certifications
Understand organization Critical-thinking skills and College degree
policies and procedures experience with SOC policies

and procedures
Provide feedback, support, Critical-thinking, project College degree
and verification as an organi-  management, and
zation fixes security issues communication skills

Incident Responder

An incident responder is a cyber first-responder or a higher-tier resource responsible for responding to
a security incident. This role involves providing rapid initial response to IT security threats, incidents,
and cyberattacks on the organization. The role can also include some penetration and vulnerability
testing, network management, intrusion detection, security audits, network forensics, and mainte-
nance of IT security systems. The primary responsibility may be monitoring traffic for any unusual
activity or unauthorized access attempts and initiating the appropriate response when a potential event
is identified. The response can include patching systems, initiating segmentation, isolating systems,
alerting all associated parties, and assisting with returning impacted systems back to an operational
state. The incident responder can work through the entire lifecycle of the incident or handle one part
of the incident while higher-tier responders or other teams take over responsibilities, depending on the
severity of the incident and how the SOC runs the incident management practice.

Table 4-4 outlines the responsibilities, skills, and certifications associated with the incident responder
role. An incident responder is ideal for the incident management service but can also work in the situ-
ational and security awareness service or vulnerability management service. Similar job titles include
incident response engineer, computer network defense, IT network defense, incident analyst, intrusion
detection specialist, and network intrusion analyst.

TABLE 4-4 Incident Responder Responsibilities, Skills, and Certifications

Responsibilities Skills Certifications

Actively monitor systems Windows, UNIX, macOS, and Operating system certifications
and networks for intrusions Linux operating systems CompTIA CySA+

Identify security flaws and Computer hardware and GPEN: GIAC Certified Penetration
vulnerabilities software systems; vulnerability — Tester

management and exploitation  GEH: Certified Ethical Hacker

tactics OSCP and PEN-200 from offensive
security

CPT: Certified Penetration Tester

CEPT: Certified Expert Penetration
Tester
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Skills

Certifications

Perform security audits, risk
analysis, network forensics,
and penetration testing

Perform desktop security
assessments and update/patch
potential vulnerabilities

Develop a procedural set of
responses to security problems

Establish protocols for
communication within an
organization and dealing with
law enforcement during security
incidents

Create a program development
plan that includes security

gap assessments, policies,
procedures, playbooks, training,
and tabletop testing

Produce detailed incident
reports and technical briefs for
management, administrators,
and end users

Liaison with other cyberthreat
analysis entities

Handle case management duties
of an incident and be involved
with lessons-learned post-
incident meetings

Exploitation, assessment
and audit skillsets; technical
writing; legal and compliance
understanding;
TCP/IP-based network
communication

Computer hardware and
software systems; vulnerability
assessments

Operating system installation,
patching, and configuration

Critical-thinking, project man-
agement, and communication
skills

Security frameworks (e.g., ISO
27001/27002, NIST cyberse-
curity framework, etc.); critical-
thinking, project management,
and communication skills

Critical-thinking, project
management, and
communication skills

Critical-thinking, project
management, and
communication skills

Case management
experience and tools

GCFE: GIAC Certified Forensic
Examiner

GPEN: GIAC Certified Penetration
Tester

CEH: Certified Ethical Hacker

OSCP and PEN-200 from offensive
security

CPT: Certified Penetration Tester

CEPT: Certified Expert Penetration
Tester

GPEN: GIAC Certified Penetration
Teste

CEH: Certified Ethical Hacker

CISSP: Certified Information
Systems Security Professional

CISM: Certified Information
Security Manager

College degree

CISSP: Certified Information
Systems Security Professional

College degree

College degree

College degree

CompTIA CySA+

CISM: Certified Information
Security Manager

College degree

Systems Analyst

A systems analyst is responsible for monitoring and interpreting different forms of data. Data can

include logs from security tools, alerts from networking equipment, or other event data. A systems
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analyst might also be responsible for analyzing various types of artifacts, including files and programs,
the goal being to determine whether there is any potential risk to the organization and discover the
purpose of the artifact (meaning why it was created). For example, a word document might have a
rootkit included, so the purpose of the document is to trick a user into running it and installing the
rootkit.

Systems analysts that work in the incident management service spend time monitoring SIEM/SOAR/
XDR systems, looking for potential threats within hundreds of thousands of event data points. A system
analyst either addresses events directly or passes them to a member from the incident management
service group. Systems analysts that work in the analysis service have isolated labs dedicated to
containing potentially threating artifacts and learning what artifacts do. Common duties for analysts
involved with the analysis service include performing static analysis, such as scanning or disassem-
bling artifacts, and performing dynamic analysis, such as running artifacts in a sandbox to learn their
behavior.

Table 4-5 outlines the responsibilities, skills, and certifications associated with the systems analyst role.
A systems analyst is ideal for the analysis service or incident management service but can also work
in the digital forensics and risk management services. Similar job titles include operations analyst,
business systems analyst, business intelligence analyst, and data analyst.

TABLE 4-5 Systems Analyst Responsibilities, Skills, and Certifications

Responsibilities

Skills

Certifications

Actively monitor systems
and networks for intrusions

Identify security flaws and
vulnerabilities

Perform security audits,
risk analysis, network
forensics, and penetration
testing

Perform malware analysis
and reverse engineering

Experience working
with SIEM and SOAR
orchestration and
automation

Windows, UNIX, macOS,
and Linux operating
systems

Computer hardware

and software systems;
vulnerability management
and exploitation tactics

Computer hardware

and software systems;
vulnerability management
and exploitation tactics

TCP/IP-based network
communications
Computer hardware and
software systems

DevOps and playbooks
skills

CCE: Certified Computer Examiner

GPEN: GIAC Certified Penetration Tester
CEH: Certified Ethical Hacker

OSCP and PEN-200 from offensive security
CPT: Certified Penetration Tester

CEPT: Certified Expert Penetration Tester
GPEN: GIAC Certified Penetration Tester
CEH: Certified Ethical Hacker

OSCP and PEN-200 from offensive security
CPT: Certified Penetration Tester

CEPT: Certified Expert Penetration Tester

GCFA: GIAC Certified Forensic Analyst

Certification in DevOps
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Responsibilities Skills Certifications
Reverse engineer/ Disassemblers, debuggers, = GIAC Reverse Engineering Malware (GREM)
disassemble malware and other static-analysis
and other artifacts tools
Develop sandboxes and Sandboxes and other GIAC Reverse Engineering Malware (GREM)
analyze software behavior  dynamic analysis tools
Analyze logs and other Security tool logs (firewall, CCNA Cyber Ops, CompTIA Cybersecurity
data sources IDS/IPS, etc.), SIEMs, and Analyst (CySA+)

SOAR
Liaison with other Forensic software applica- CREA: Certified Reverse Engineering
cyberthreat analysis entities tions (e.g. EnCase, FTK, Analyst

Helix, Cellebrite, XRY, etc.)
Understand assembly IDA Pro, Ghidra, RAM/ROM  GIAC Reverse Engineering Malware (GREM)

language and how computer dumps
systems operate (RAM,
ROM, storage, etc.)

Security Administrator

A security administrator is responsible for managing IT-related security and safety issues within a
company. Tasks can include developing policies and procedures as well as overseeing that policies
are followed by employees. Security administrators also oversee the implementation of solutions that
prevent cyberthreats and protect data’s confidentiality, integrity, and availability. Tasks include admin-
istering security controls to reduce the risk associated with potential vulnerabilities.

Table 4-6 outlines the responsibilities, skills, and certifications associated with the security admin-
istrator role. Security administrators are ideal for compliance, risk management, and situational and
security awareness services. Similar job titles include security manager, information security manager,
network security administrator, systems security administrator, information systems security officer,
and IT security administrator.

TABLE 4-6 Security Administrator Responsibilities, Skills, and Certifications

Responsibilities Skills Certifications
Protect systems against Windows, UNIX, and Linux operating CompTIA Security+ (popular
unauthorized access, systems; system security capabilities base-level security certification)

modification, and/or
destruction

Perform vulnerability and ~ Computer hardware and software CCNA: Cisco Certified Network
networking scanning systems; vulnerability management and Associate
exploitation tactics CEH: Certified Ethical Hacker

TCP/IP-based network communications
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Certifications

Monitor network traffic
for unusual or malicious
activity

Configure and support
security tools such as
firewalls, antivirus
software, and patch
management system

Implement network
security policies,
application security,
access control, and
corporate data safeguards

Train employees in
security awareness and
procedures

Perform security audits
and make policy
recommendations

Develop and update
business continuity
and disaster recovery
protocols

Strong understanding of firewall
technologies

TCP/IP, computer networking, routing and
switching

Network protocols and packet analysis
tools

Critical-thinking, project management,
and communication skills

Intermediate to expert IDS/IPS knowl-
edge; vulnerability evaluation; security
frameworks (e.g., ISO 27001/27002, NIST
cybersecurity framework, etc.).

Security frameworks (e.g., ISO
27001/27002, NIST cybersecurity
framework, etc.); critical-thinking, project
management, and communication skills

ECSA: EC-Council Certified
Security Analyst

CompTIA CySA+

CISSP: Certified Information
Systems Security Professional

CISM: Certified Information
Security Manager

CISSP: Certified Information
Systems Security Professional

College degree

CISSP: Certified Information
Systems Security Professional

College degree

College degree

Security Engineer
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This role is similar to a security analyst, with responsibilities of performing security monitoring,
security and data/log analysis, and forensic analysis. The goal of this role is to detect security incidents
and launch a response. A security engineer can also have responsibilities for identifying which security
technologies are used by an organization, maintenance of existing security technologies, development
and maintenance of security policy, and developing methods to improve policies.

Table 4-7 outlines the responsibilities, skills, and certifications associated with the security engineer
role. A security engineer can work in the incident management, analysis, digital forensics, and R&D
services, depending on the specific skills and experience the engineer has acquired. Similar job titles
include security analyst, security administrator, security architect, security specialist, and security
consultant.
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TABLE 4-7 Security Engineer Responsibilities, Skills, and Certifications

Responsibilities

Skills

Certifications

Configure and install firewalls
and intrusion detection/
prevention systems

Perform vulnerability testing,
risk analyses, and security
assessments

Develop or work with
automation scripts to handle
and track incidents

Investigate intrusion
incidents, conduct forensic
investigations, and launch
incident responses

Collaborate with colleagues
on authentication, authoriza-
tion, and encryption solutions

Evaluate new technologies
and processes that enhance
security capabilities

Deliver technical reports and
formal papers on test findings

Supervise changes in
software, hardware, facilities,
telecommunications, and user
needs

Define, implement, and
maintain corporate security
policies

Analyze and advise on new
security technologies and
program conformance

Recommend modifications
in legal, technical, and
regulatory areas that affect
IT security

IDS/IPS, penetration testing,
and vulnerability testing

Firewall and intrusion
detection/prevention
protocols

Secure coding practices,
ethical hacking, and threat
modeling

Windows, UNIX, macOS, and
Linux operating systems

Critical-thinking, project
management, and
communication skills; encryp-
tion technology concepts

Critical-thinking, project
management, and
communication skills

Communication and technical
writing skills

Critical-thinking, project
management, and
communication skills

Security frameworks (e.g., ISO
27001/27002, NIST cyberse-
curity framework, etc.); critical-
thinking, project management,
and communication skills

Critical-thinking, project man-
agement, and communication
skills

Security frameworks (e.g., ISO
27001/27002, NIST cyberse-
curity framework, etc.); critical-
thinking, project management,
and communication skills

CISM: Certified Information Security
Manager

CISSP: Certified Information Systems
Security Professional

CEH: Certified Ethical Hacker

CCNP Security: Cisco Certified
Network Professional Security

CEH: Certified Ethical Hacker

GSEC: Security Essentials

GCIH: GIAC Certified Incident Handler
GCIA: GIAC Certified Intrusion Analyst

CISSP: Certified Information Systems
Security Professional

CompTIA CySA+

CCFE: Certified Computer Forensics
Examiner

Systems Security Professional
College degree

College degree

College degree

College degree

CISSP: Certified Information
College degree

College degree

CISSP: Certified Information

CISM: Certified Information Security
Manager

Systems Security Professional
College degree
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Security Trainer

A security trainer is responsible for implementing standardized training programs based on the organi-
zation’s policies and the current threat landscape. Security trainers develop and schedule training needs
based on feedback from interviewing leadership and employees. Responsibilities include developing
the training material, coordinating and monitoring enrollment, schedules, costs, and equipment, and
delivering training metrics to leadership. Other duties include researching industry training concepts,
training people to deliver training content, and updating content as needed.

Table 4-8 outlines the responsibilities, skills, and certifications associated with the security trainer role.
A security trainer is ideal for the situational and security awareness service but can also work in the
risk management and R&D service groups. Similar job titles include training instructor, information
assurance analyst, training analyst, security service training manager, and security training and devel-
opment manager.

TABLE 4-8 Security Trainer Responsibilities, Skills, and Certifications

Responsibilities Skills Certifications
Develop a schedule to assess Experience with technologies and Certification from talent
training needs best practices for instructional and training associations
manuals and teaching platforms
Ensure strict adherence to company Understanding policies, procedures, CISSP: Certified
philosophy/mission statement/sales  and industry guidelines, standards, Information Systems
goals and frameworks Security Professional
Deliver training to customers or Excellent verbal and written College degree
other trainers communication skills
Manage security awareness program Strong project management skills College degree
based on threat research with the ability to supervise multiple
projects
Deliver technical reports and formal  Identity and access management College degree
papers on test findings principles
Test and review created materials Critical-thinking, project management, College degree
and communication skills
Maintain a database of all training Basic database and program College degree
materials management skills
Security Architect

A security architect oversees the implementation of network and computer security for an organization.
This role is typically a senior-level employee responsible for creating security structures, defenses, and
responses to security incidents. Additional responsibilities may include providing technical guidance,
assessing costs and risks, and establishing security policies and procedures for the organization.
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Table 4-9 outlines the responsibilities, skills, and certifications associated with the security architect
role. The security architect is ideal for the risk management service but can be part of other services
such as compliance, situational, and security awareness, and research and development. Similar job

titles include information security architect, IT security architect, and senior security analyst.

TABLE 4-9 Security Architect Responsibilities, Skills, and Certifications

Responsibilities

Skills

Certifications

Plan, research, and design
robust security architectures
for any IT project

Perform vulnerability testing,
risk analyses, and security
assessments

Research security standards,
security systems, and
authentication protocols

Develop requirements for LANSs,
WANSs, VPNSs, routers, firewalls,
and related network devices

Design public key infrastructures
(PKiIs), including use of
certification authorities (CAs) and
digital signatures

Review and approve installation
of firewall, VPN, routers, IDS/
IPS scanning technologies, and
servers

Provide technical supervision for
security team(s)

Risk assessment procedures,
policy formation, role-based
authorization methodologies,
authentication technologies, and
security attack concepts

Computer hardware and software
systems; vulnerability management
and exploitation tactics

Security frameworks (e.g., ISO
27001/27002, NIST cybersecurity
framework, etc.); critical-thinking,
project management, and commu-
nication skills

Security controls such as firewall,
IDS/IPS, network access control,
and network segmentation

Security and encryption
technologies

Security concepts related to DNS,
routing, authentication, VPN, proxy
services, and DDOS mitigation
technologies

Critical-thinking and
communication skills

CISSP: Certified Information
Systems Security Professional

GPEN: GIAC Certified
Penetration Tester

CEH: Certified Ethical Hacker
OSCP and PEN-200 from
offensive security

CPT: Certified Penetration
Tester

CEPT: Certified Expert
Penetration Tester

CISM: Certified Information
Security Manager

CISSP: Certified Information
Systems Security Professional

CISM: Certified Information
Security Manager

CISM: Certified Information
Security Manager

EC-Council Certified Encryption
Specialist (ECES)

GSEC: GIAC Security
Essentials

GCIH: GIAC Certified Incident
Handler

GCIA: GIAC Certified Intrusion
Analyst

College degree




Responsibilities

Skills

SOC Job Roles 229

Certifications

Define, implement, and maintain
corporate security policies and
procedures

Oversee security awareness
programs and educational efforts

Update and upgrade security
systems as needed

Network security architecture
development and definition

Critical-thinking and
communication skills

Windows, UNIX, macOS, and Linux

operating systems

CISSP: Certified Information
Systems Security Professional

College degree
College degree

A+ Security

CISSP: Certified Information
Systems Security Professional

Cryptographer/Cryptologist
A SOC that uses encryption to secure information or to build a system will assign these requirements to
a cryptologist. A cryptologist researches and develops stronger encryption algorithms. A cryptologist
may also be responsible for analyzing encrypted information from malicious software to determine the
purpose and functions of the software.

Table 4-10 outlines the responsibilities, skills, and certifications associated with the cryptographer/
cryptologist role. Cryptologists are ideal for digital forensics and analysis services but can work in
other services based on the need for implementing, understanding, or identifying crypto.

TABLE 4-10 Cryptographer/Cryptologist Responsibilities, Skills, and Certifications

Responsibilities

Skills

Certifications

Protect information from
interception, copying,
modification and/or deletion

Evaluate, analyze, and target
weaknesses in cryptographic
security systems and algorithms

Develop statistical and
mathematical models to
analyze data and solve security
problems

Investigate, research, and test
new cryptology theories and
applications

Computer architecture, data
structures, and algorithms

Linear/matrix algebra and/or
discrete mathematics

Probability theory, information
theory, complexity theory, and
number theory

Principles of symmetric
cryptography and asymmetric

cryptography

The cryptologist field is new and
only has programs in universities
and special learning programs.
Certification programs include
cryptology aspects, but dedicat-
ed certifications are not available
at this point in time.

EC-Council Certified Encryption
Specialist (ECES)

EC-Council Certified Encryption
Specialist (ECES)

College degree in math and
cryptologist certification
EC-Council Certified Encryption
Specialist (ECES)

College degree in math and
cryptologist certification
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Responsibilities Skills Certifications
Probe for weaknesses in Principles of symmetric EC-Council Certified Encryption
communication lines cryptography and asymmetric Specialist (ECES)
cryptography College degree in math and
cryptologist certification
Ensure financial data is securely ~ Network Access Control Operating system certifications
encrypted and accessible only to  concepts Vendor security certifications

authorized users Data loss prevention technolo- Authentication vendor

gies, encryption concepts, iden-  grtifications
tity management, access control

Ensure message transmission Principles of symmetric EC-Council Certified Encryption

data is not illegally accessed or cryptography and asymmetric Specialist (ECES)

altered in transit cryptography College degree in math and
cryptologist certification

Decode cryptic messages and Principles of symmetric EC Council Computer

coding systems for military, cryptography and asymmetric Hacking Forensic Investigator

political, and/or law enforcement  cryptography Certification

agencies College degree in math and
cryptologist certification

Advise colleagues and research Principles of symmetric College degree in math and

staff on cryptical/mathematical cryptography and asymmetric cryptologist certification

methods and applications cryptography

Forensic Engineer

Many organizations will experience a breach, and they will need to understand how the breach
occurred. Digital forensics is the art of collecting evidence regarding a security incident. Evidence
can be used for legal actions, to remediate the vulnerability used to cause the breach, or as part of
a lessons-learned exercise. Forensic engineers require specific skillsets focused on collecting data
without creating changes to what they are collecting. These engineers may also have legal knowledge
to assist with investigations that lead to legal actions.

Table 4-11 outlines the responsibilities, skills, and certifications associated with the forensics engineer
role. This role is ideal for the digital forensics service but can also work in the analysis and incident
management services. Similar job titles include forensic scientist, forensic consultant, and digital
forensics engineer.



TABLE 4-11

Responsibilities

Forensic Engineer Responsibilities, Skills, and Certifications

Skills
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Certifications

Conduct data breach and security
incident investigations

Recover and examine data from
computers and electronic storage
devices

Dismantle and rebuild damaged
systems to retrieve lost data

Identify systems/networks
compromised by cyberattacks

Compile evidence for legal cases

Draft technical reports, write
declarations, and prepare evidence
for trial

Give expert counsel to attorneys
about electronic evidence in a case

Advise law enforcement on the
credibility of acquired data

Provide expert testimony at court
proceedings

Stay proficient in forensic, response,
and reverse engineering

Network skills, including TCP/IP-
based network communications

Windows, UNIX, and Linux operating
systems

Windows, UNIX, macOS, and Linux
operating systems; digital forensics
concepts

Computer hardware and software
systems

Operating system installation,
patching, and configuration

Backup and archiving technologies;
technical writing

Cryptography principles; legal
experience; digital forensics experi-
ence; strong communication skills

eDiscovery tools; strong
communication skills

Forensic software applications (e.g.
EnCase, FTK, Helix, Cellebrite, XRY,
etc.)

Data processing skills in electronic
disclosure environments

CCE: Certified Computer
Examiner

CEH: Certified Ethical
Hacker

EnCE: EnCase Certified
Examiner

GCFE: GIAC Certified
Forensic Examiner

GCFA: GIAC Certified
Forensic Analyst

GCIH: GIAC Certified
Incident Handler

CCFE: Certified Computer
Forensics Examiner

CPT: Certified Penetration
Tester

CREA: Certified Reverse
Engineering Analyst

CCFE: Certified Computer
Forensics Examiner

College degree

Chief Information Security Officer

Also called a CISO, this role is part of high-level management and is positioned as the person respon-
sible for the entire information security division of an organization. A CISO is responsible for all
assurance activities related to the availability, integrity, and confidentiality of customer, business
partner, employee, and business information in compliance with the organization’s information
security policies. A CISO works with executive management to determine acceptable levels of risk for

the organization.

Table 4-12 outlines the responsibilities, skills, and certifications associated with the CISO role. It is
common for the CISO to be responsible for the risk management service but can also oversee all other

SOC services.
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TABLE 4-12 Chief Information Security Officer Responsibilities, Skills, and Certifications

Responsibilities

Skills

Certifications

Appoint and guide a team of IT
security experts

Create strategic plan for the
deployment of information
security technologies and
program enhancements

Supervise development of
corporate security policies,
standards, and procedures

Integrate IT systems
development with security poli-
cies and information protection
strategies

Collaborate with key
stakeholders to establish an
IT security risk management
program

Anticipate new security threats
and stay up to date with evolving
infrastructures

Develop strategies to handle
security incidents and coordinate
investigative activities

Act as a focal point for IT
security investigations

Prioritize and allocate security
resources correctly and
efficiently

Prepare financial forecasts for
security operations and proper
maintenance coverage for
security assets

Work with senior management
to ensure IT security protection
policies are being implemented,
reviewed, maintained, and gov-
erned effectively

Practices and methods of IT

strategy, enterprise architecture, and

security architecture

Security concepts; critical-thinking
and communication skills

ISO 27002, ITIL, and COBIT
frameworks

PCI DSS, HIPAA, NIST, GLBA, and
SOX compliance assessments

Network security architecture
development and definition

Knowledge of third-party auditing
and cloud risk assessment
methodologies

Critical-thinking and communication

skills

Critical-thinking and communication

skills

Critical-thinking and communication

skills

Critical-thinking and communication

skills; contract experience

Security frameworks (e.g., ISO
27001/27002, NIST cybersecurity
framework, etc.); critical-thinking,

project management, and communi-

cation skills

CISA: Certified Information
Systems Auditor

CISM: Certified Information
Security Manager

GSLC: GIAC Security
Leadership

College degree

CCISO: Certified Chief
Information Security Officer

CGEIT: Certified in the
Governance of Enterprise IT

CISSP: Certified Information
Systems Security Professional

CISSP-ISSMP: CISSP
Information Systems Security
Management Professional

CISSP: Certified Information
Systems Security Professional

College degree
College degree

College degree

College degree
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Every job role you recruit for will have an associated learning curve to onboard an employee into your
SOC environment. Every SOC has its own unique networks, processes, and capabilities that can only
be taught while in the job role. The next section looks at role tiers to better understand how job titles
can change as employees gain experience and knowledge.

I opened this section with the caveat that a wide variety of different names are used for similar job
roles. What you believe a security analyst does, for example, may be different from what others think
that job role entails. To help standardize job role concepts, next I'll cover a U.S. government guide
regarding responsibilities associated with cybersecurity industry jobs.

NICE Cybersecurity Workforce Framework

The previous section defined SOC roles found in SOCs around the world. Another approach (among
many) to exploring these roles and alternative names for them is the U.S. government resource known
as the National Initiative for Cybersecurity Education (NICE) Cybersecurity Workforce Framework
(NICE Framework). I include this reference as an alternative to how I see job roles within the SOC,
since different people will interpret job titles differently.

The NICE Framework is part of the Cybersecurity and Infrastructure Security Agency’s National
Initiative for Cybersecurity Careers and Studies (NICCS) and is described on the NICCS website as “a
nationally focused resource that establishes a taxonomy and common lexicon to describe cybersecurity
work, and workers, regardless of where, or for whom, the work is performed.” You can use the NICE
Framework to develop job requirements for recruiting, to prepare questions for interviewing potential
candidates, and to get an idea of the skills associated with common cybersecurity job tiles. The rest
of this section describes how to drill down to specific job roles on the NICE Framework web page at
https://niccs.cisa.gov/workforce-development/cyber-security-workforce-framework.

Nice Framework Components

The NICE Framework is composed of the following components:

B Seven categories representing a high-level grouping of common cybersecurity functions
® Thirty-three Specialty Areas representing distinct areas of cybersecurity work

®m Fifty-two Work Roles representing the most detailed groupings of cybersecurity work and
composed of specific knowledge, skills, and abilities (KSAs) required to perform tasks in a
Work Role


https://niccs.cisa.gov/workforce-development/cyber-security-workforce-framework
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Figure 4-1 shows the seven categories of the NICE Framework as presented on the NICSS website.
Notice that the description for each category focuses on the type of work from a high level regarding
the type of skillsets people have that work within the category’s field of focus. The descriptions are
developed this way to accommodate multiple specific skillsets that may fall under a more generic
category. For example, suppose I need an analyst for my incident management SOC service and I
want to identify specific job requirements for purposes of recruiting an analyst. I would start with the
Protect and Defend category based on the description “Identifies, analyzes, and mitigates threats to
internal information technology (IT) systems and/or network™ that indicates people in this category
have skills in evaluating and responding to events based on security logs or other event logs, which is
what incident management is all about. Categories are outcome focused, meaning the field of work, so
I would need to drill down deeper to identify associated job roles.

r:’rm bighly-specialized review and evslustion of a i

Collect and Operate
m:simﬁc@!_z:gdeﬁaland daception ians and collection of ion that may be used to
s

h\ig!mms cybersacurity events or crimes related to information technology (1T} systems, networks, and digital
evidence,

Operate and Maintain Specialty Area

Pravides the suppart, administration, and maintenance necessary to ensure effective and efficient information
technalogy {IT) system perfarmance and security.

Oversee and Govern Specialty Area v
direction, or sa th izt effectively

Provides leadarshi
conduct cybersacurity wark,

Protect and Defend Specialty Area v
Identities, analyzes, and mitigates threats to internal infarmation technology (IT) systems and/or networks.

Securely Provision Specialty Area

©0 6 0 0 0 6

;I

Conceplualizes, designs, procures, andfor builds secure i i {IT) systems, with
aspects of system andfor network development.

FIGURE 4-1 NICE Framework Seven Categories

To better understand the job skills in the Protect and Defend category, I can click the category’s
Specialty Area button. Figure 4-2 shows the Protect and Defend category and its four Specialty Areas.
Because I am looking for a description of the skills of an analyst for my incident management service,
I can narrow down the Specialty Areas to two of the four based on their descriptions: Cyber Defense
Analysis and Incident Response. I believe the Vulnerability Assessment and Management Specialty
Area could also be useful but would be more relevant to the vulnerability management service than
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the incident management service for which I need to recruit an analyst. The Incident Response role
would be the best choice, but the Cyber Defense Analysis could also do the job based on the number of
similar skills as seen with an Incident Response job role. In order to see the specific skills associated
with a job role, I will need to click into that role.

© roimeon

, and mith threats to internal information technology (IT) systems and/or networks.

Specialty Areas
—  Cyber Defense Analysis

Uses defensive measures and information caollected from a variety of
sources to identify, analyze, and repart events that ocour or might occur
within the network to protect information, information systems, and
networks from threats.

—=  Cyber Defense Infrastructure Support

Tesrs implements, deploys, maintains, reviews, and administers the
hard and soft that are required to effectively

manage the computer network defense service provider network and

resources. Monitors netwark to actively it

= |ncident Response

Responds to crises or urgent shuatlnns within the pertinent domaln ta

mitigate liate and | threats. Uses mit) prep

and response and recavery approaches, as needed, to maximize sur\wal

of life, preservation of property, and |nformahon security. Investigates and
all relevant resp:

—=  Vulnerability Assessment and Management

Corlducls assessments of threats and vulnerabilities; determines

from igurath enterprise or local Dollcv
assesses the level of risk; and lops andfor
itigation counter in operational and ional si

FIGURE 4-2 NICE Framework Protect and Defend Category with Four Specialty Areas

Next, I’ll go with my first pick, which is Incident Response specialty area. To see the details of a
specialty area, I click the specialty area to bring up the Work Role details. Figure 4-3 shows some of
the details of the Cyber Defense Incident Responder Work Role, including a description of the role and
the required abilities. As Figure 4-3 indicates, details regarding the knowledge, skills, and tasks of a
Cyber Defense Incident Responder can be displayed by clicking the drop-down arrows. The language
used by NICE to explain the job role is much more specific, allowing a better understanding of what
tasks this type of employee would be expected to know how to do.
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¢ Back Incident Response

Responds to crises or urgent situations within the pertinent domain to mitigate
immediate and potential threats. Uses mitigation, preparedness, and response and
recovery approaches, as needed, to maximize survival of life, preservation of property,
and information security. i and | all rel response activities.

Below are the roles for this Specialty Area. Click each role to see the KSAs (Knowledge, Skills, and
Abilities) and Tasks.

Cyber Defense Incident Responder

(PR-CIR-001)
i ind is to cyber inci within the network

a
environment or enclave,

sbities

AD121: Ability to design incident response for cloud service models,
A0128: Ability to apply technigues for detecting host and network-based intrusions using
intrusion detection technologies.

b
st
Tasks

FIGURE 4-3 NICE Framework Cyber Defense Incident Responder Work Role Details

Clicking the Knowledge tab in the Incident Responder job role reveals tons of knowledge concepts,
as shown in Figure 4-4. These concepts can be extremely useful when creating a job profile for the
candidate you plan to recruit for. In Chapter 3, I pointed out that many SOC managers who are respon-
sible for starting a new SOC service don’t know what skills they will need until the service goes live,
making it challenging to develop a job profile for a service before it exists. Using the NICE Framework
not only can help you develop requirements for job roles based on industry trends but also provides
you with a validation point for the type of job titles you should seek out based on what the NICE
Framework lists as expected skills associated with a job title.

I highly recommend using the NICE Framework if you don’t know the type of skills a person needs to
have to work for your SOC service. This same concept can apply as you develop interview questions
for potential candidates.



K0001: Knowledge of computer networking concepts and protocols, and network security
methodologies.
K0002: Knowledge of risk mar it processes (e.g., methods for assessing and
mitigating risk).
K0003: Knowledge of laws, regulations, policies, and ethics as they relate to cybersecurity
and privacy.
K0004: Knowledge of cybersecurity and privacy principles.

+ Knowledge of cyber threats and vulnerabilities.
K0006: Knowledge of specific operational impacts of cybersecurity lapses.
K0021: Knowledge of data backup and recovery.
K0026: Knowledge of business continuity and disaster recovery continuity of operations
plans.
K0033: Knowledge of host/r rk access control mechani (e.g., access control list,
capabilities lists).
K0034: Knowledge of network services and protocols interactions that provide network
communications.
K0041: Knowledge of incident categories, incident responses, and timelines for
responses.
K0042: Knowledge of incident response and handling methodologies.
K0046: Knowledge of intrusion detection methodologies and technigues for detecting host
and network-based intrusions.
K0058: Knowledge of network traffic analysis methods.
K0062: Knowledge of packet-level analysis.
K0070: Knowledge of system and application security threats and vulnerabilities (e.q.,
buffer overflow, mobile code, cross-site scripting, Procedural Language/Structured Query
Language [PL/SQL] and injections, race conditions, covert channel, replay, return-oriented
attacks, malicious code).
K0106: Knowledge of what constitutes a network attack and a network attack's
relationship to both threats and vulnerabilities.
K0157: Knowledge of cyber defense and information security policies, procedures, and
regulations.
K0161: Knowledge of different classes of attacks {e.q., passive, active, insider, close-in,
distribution attacks).
K0162: Knowledge of cyber attackers (e.g., script kiddies, insider threat, non-nation state

sponsored, and nation sy i)

FIGURE 4-4 NICE Framework Cyber Defense Incident Responder Knowledge Tab Details

Role Tiers

Role Tiers

237

Roles within each SOC service can be broken down into different tiers or skill levels, which signify
associated responsibilities. For example, a first-tier SOC analyst may be responsible for detecting,
identifying, and troubleshooting security events that come into the SOC. Often this is the tier that
communicates with the affected party. Responsibilities include detection, classification, and escalation
of events. A second-tier analyst may have mitigation responsibilities over any event escalated by a first-
tier SOC analyst. If the event requires even further support, a more-experienced third-tier analyst may
be involved to remediate the situation. The third-tier analyst might also build tools and processes to
improve capabilities within the SOC, including the processes followed by lower-tier analysts. Higher-
tier roles have higher compensation but require deeper technical skills and experience. The same tiered
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approach can apply to other job roles with SOC services, such as a first-tier developer handling basic
coding while a higher-tier developer would have responsibilities over the project’s direction.

Each job role you create for your SOC should have a tier structure to promote career growth. A pay
scale should also be assigned to each tier of a job role to inform employees what the expected compen-
sation range is with an associated job role. The specific requirements advertised for the job role that
includes the associated tier can reference lower tiers along with including the additional experience
and skills needed to be considered for the higher-tier job role. Using this structure not only weeds out
candidates that do not have the associated skills for the job tier being requested but opens the door for
those same candidates to consider a lower tier of the same job role that might be more appropriate for
their skill and experience level. For example, a SOC might post open job roles for multiple analyst jobs
at different tier levels. A candidate who interviews for the tier 3 analyst role might be informed that he
is not qualified for that role but should consider applying for a tier 1 or 2 analyst role, with the goal of
eventually gaining the experience to be promoted to a tier 3 analyst. Using this approach will provide
direction for career growth, open your recruiting efforts to more candidates, and keep expectations for
hiring and promotions clear to all employees.

It is important to validate industry pay ranges and experience expectations against any job role you
create as well as the tier you associate the role with. With publicly available sources of pay ranges
online, job candidates have expected pay ranges for specific job titles. The same expectation applies
to associated tiers with a job title. For example, job and recruiting website Glassdoor estimates an
average base pay for a tier 1 analyst at $77,665 per year USD, while an experienced analyst salary
range increases to $99,898 per year USD. Aligning with industry trends for pay ranges will reduce
the risk of not capturing quality candidates as a result of not advertising acceptable pay scales in
your job posting. You should apply similar research to expectations for skills and experience. Online
employment resources such as Glassdoor and Monster not only provide expected pay ranges for job
roles, but also suggest years of experience in the role and a generic view of expected skills. Use these
expectations as you list out what requirements for skills and experience are needed for your job roles,
keeping in mind that your job roles will be based on the services provided by your SOC and will be
different than a generic industry explanation of a job title and associated experience tier.

Other factors, such as geographical considerations, can impact the salary for a job role. For
example, a candidate for a job in San Francisco will expect a much higher salary than a tier 1
analyst candidate in Des Moines.

SOC Services and Associated Job Roles

The roles and job skill requirements for your SOC will depend on the different services the SOC is
responsible to deliver to its customers. People are required for any SOC service regardless of the
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type of technology being used. Even the value from advanced security analytics such as artificial
intelligence boils down to how the SOC uses the technology. Software does not provide the answers to
what problems your SOC faces; it provides the tools and delivers the data needed to discover answers.
Essentially, people are needed to run technology and to interpret the results of the tools used in
the SOC.

The following sections review how people relate to the different services that can be offered by a SOC.
Each service will be made up of one or more job roles previously described in the chapter.

Risk Management Service

The risk management service is responsible for managing all aspects of risk to the organization. This
includes analyzing risk, calculating the potential impact of risk, and making decisions based on the
organization’s risk appetite. Employees responsible for risk management must have great commu-
nication skills, enabling them not only to ensure that everybody in the organization understands any
significant risk but also to explain the organization’s risk management strategy. Working for the risk
management service also requires a solid understanding of business, because decisions of the service
will impact various internal and external elements of the organization. Successful employees respon-
sible for risk management are skilled at negotiation and diplomacy. They can work under pressure and
are able to modify strategies as various factors change the current state of the organization’s risk status.

Possible job titles include chief information manager, chief information security officer, security
officer, risk management analyst, and analyst.

Vulnerability Management Service

Successful employees responsible for vulnerability management have experience in and understanding
of network and computer security. They can analyze hardware, software, networks, and communi-
cation to discover and address vulnerabilities. SOC members involved with vulnerability management
have solid communication skills so they can explain identified vulnerabilities as well as work with
various parties to validate findings, including third-party vendors and other external experts. Employees
responsible for vulnerability management are detail-oriented, have strong problem-solving skills, and
can adapt methods used to manage vulnerabilities based on the ever-changing threat landscape.

Possible job titles include penetration tester, vulnerability engineer, ethical hacker, red team tester,
security analyst, and security engineer.

Incident Management Service

SOC employees responsible for incident management actively monitor systems and networks for intru-
sions. The incident management team develops a procedural set of responses to security problems
and oversees their execution. This team is also responsible for restoring services back to a normal
state following an incident as quickly as possible while minimizing the impact to business operations.
Communication and diplomacy skills are required to produce incident reports and provide technical
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briefings to various parties about incidents in a diplomatic fashion. Employees are required to be able
to work under pressure while coordinating all activities required to perform, monitor, and report on the
incident management process.

Possible job titles include incident responder, security analyst, computer network defense, IT network
defense, incident analyst, intrusion detection specialist, and network intrusion analyst.

Analysis Service

A security analyst is responsible for detecting and preventing cyberthreats to an organization. Members
of the analysis team review security logs from various types of devices and work with the team respon-
sible for incident management when a threat is confirmed. In addition to dealing with real-time threats,
the analysis team analyzes and responds to undisclosed hardware and software vulnerabilities when a
dedicated vulnerability management team isn’t present. The analysis team can also take on responsibil-
ities as a security advisor and develop security strategy based on data captured and analyzed. Members
of the analysis team must be analytical and detail-oriented with specific skills in understanding how
devices generate logs and how to work with network and security tools that generate logs. Analysis
engineers can also be responsible for analyzing and reverse engineering various types of artifacts,
requiring a different set of analytical and technical skills than an analyst that works with security logs.
Analysis engineers are technical, detail-oriented, and specialized in the types of data they are respon-
sible for analyzing.

Possible job titles include security analyst, security engineer, security administrator, security specialist,
security consultant, network engineer, operations analyst, business intelligence analyst, and data
analyst.

Compliance Service

The most fundamental skill for employees responsible for compliance is the ability to deal with risk
and conflict management. A compliance officer uses specific factors for scoring risk, which will
be based on the requirements for the type of compliance being enforced. A compliance officer will
encounter situations requiring explaining and defending their point of view to internal employees as
well as external agencies such as regulators. Communication and analytical thinking are critical for this
role as well as a willingness to learn, as the world of compliance is continuously changing. Other skills
associated with successful members of the compliance team are being detailed-oriented, being capable
of interpreting data, and having strong problem-solving skills.

Possible job titles include compliance officer, assessment officer, policy officer, and infosec officer.

Digital Forensics Service

Roles in digital forensics are technology-focused, requiring a desire to learn, deep analytical skills,
and the ability to work with various technologies ranging from desktop computers to mobile devices.
Digital forensics requires acute attention to details and a comprehension of cybersecurity fundamentals.
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Communication skills and an understanding of law and criminal investigation are important because
the results from a forensic investigation might be used in court, in which case the investigator will be
required to defend his or her work. Digital forensics requires working with different groups, from legal
to technical, as well as tolerance for disturbing material that might be discovered during an investi-
gation. Successful digital forensic engineers have experience in both legal and technical matters related
to cybersecurity.

Possible job titles include forensic engineer, forensic scientist, forensic consultant, and digital forensic
engineer.

Situational and Security Awareness Service

The key purpose of this service is to address the human element of security. The goal of the work
performed by the situational and security awareness team is to change the behavior of employees so
that they operate with security in mind, reducing their risk to the organization. Duties include every-
thing regarding security awareness and developing an education program. Roles responsible for situ-
ational and security awareness require strong written and verbal communication skills. Members in
this role must be able to interpret all industry regulations, standards, and compliance requirements as
well as ensure that everybody understands the organization’s risk management strategy. Successful
situational and security awareness officers can accomplish these goals using a positive and engaging
approach, which includes creating a metrics framework that can effectively measure results of the
program.

Possible job titles include security trainer, training instructor, information assurance analyst, training
analyst, security service training manager, and development manager.

Research and Development Service

SOC members of the research and development service are responsible for researching, planning,
and implementing new programs and protocols for the organization. Duties include market research,
tracking costs related to the creation of new programs and protocols, and making decisions on which
projects are worth investing in. This group also validates if current programs, procedures, and tech-
nology being used are up to date with current and advanced industry standards. Members in this role
have project management experience, are able to manage a budget, and are detail-oriented and creative.

Possible job titles include researcher, threat researcher, threat analyst, analyst, security analyst,
programmer, software developer, and DevOps engineer.

Soft Skills

Another important element that must be included in your job roles is a description of the required soft
skills, or nontechnical capabilities. Soft skills are different from having the technical ability to perform
a job role and are just as important as technical skills when considering candidates for your SOC. Let’s
look deeper into the concept of soft skills.
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Soft skills are a combination of people skills, social skills, communication skills, character and person-
ality traits, career attributes, emotional intelligence, and other human-based factors. Identifying the
ideal candidate for any job role must include considerations for your position’s soft skills along with
the expected technical skills (also known as “hard skills”) to ensure a successful match is made. For
example, if an employee is shy and can’t communicate well, he or she would not be ideal for a role
that requires that responsibility. I see many companies make the mistake of promoting a person into
a manager or team lead role just because that person has many years invested in the company or is a
top performer in his or her current position. The soft skills associated with a manager are unique and
require leadership attributes, which some employees will not have based on their personalities and
social skills. Not considering soft skills when recruiting new people or promoting employees will lead
to underperformance in your SOC.

Certain job roles in a SOC require mature soft skills. Any role that involves communication with exec-
utives, public relations, or legal parties requires brevity and clarity of communication in both digital
and in-person communication. Soft skills must also include adjusting what is being communicated
based on the impact it could have on the target audience. SOC roles that interact with executives must
also include soft skills that can provide respectful pushback and constructive feedback when necessary.

Certain roles within a SOC are responsible for developing escalation procedures for events and
executing those procedures when an event occurs. These types of SOC roles require soft skills for
communication to ensure the accuracy of data that is provided as the escalation process occurs. Soft
skills also include deciding when to escalate an event, how often the event should be escalated, and
how to identify the severity of an incident. Mistakes in communication can cause a breakdown of
the escalation process ranging from overlooking severe incidents to wasting resources on non-severe
incidents.

Evaluating Soft Skills

What soft skills should you look for as you recruit candidates for your SOC? According to the LinkedIn
article “Hiring Without These Critical ‘Soft Skills’ Is a Recipe for Disaster” by Lou Adler, creator of
the Performance-based Hiring methodology, several key hiring mistakes that are not related to tech-
nical or soft skills contribute to failure. The first mistake is a mismatch between a manager’s style
and the new hire’s need for management and coaching. Some employees will want guidance and will
feel isolated if left alone, while other employees interpret guidance as micromanagement and will
not approve of being continuously monitored and managed. It is important for a hiring manager to
explain their management style and identify if candidates would be comfortable working in that type
of environment. A simple question you could ask candidates to identify their desired management style
is, “Are you more comfortable with a hands-on manager or a hands-off manager?” Essentially, you
are asking potential new hires if they prefer having periodic interaction or continuous interaction with
their direct manager. Experienced managers will be able to adjust their management styles to how their
direct reports want to communicate with their manager, the expectations for which can be set upfront
during the interview process.
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Another soft skill conversation hiring managers should have with potential candidates is about the pace
of the organization and expected motivation factors to complete tasks. Organizations work at different
speeds, sometimes putting pressure on people to meet specific timelines or encouraging people to
work late hours. For example, some organizations may claim to work 9 a.m. to 5 p.m. business hours
but frown upon people who leave right at 5 p.m. if work requirements are behind schedule. A hiring
manager should be upfront during the interview about how aggressively work schedules are enforced.

People are accustomed to different types of communication styles and expectations. Mismatching
communication expectations between a manager and employees can lead to misunderstandings and
team underperformance. For example, some people view text messaging as real-time conversation
that requires immediate response, while others treat text messages similarly to email, responding to
incoming messages when time permits. In this example, somebody with expectations for real-time
responses to text messages may interpret not receiving a prompt response as being ignored or as the
receiver not wanting to respond, whereas the reality might be that the receiver of the text message
believes that text messages should be treated like any other form of communication and prioritized
based on importance. Communication style should be confirmed between the hiring manager and
candidate, including how often communication should occur and what type of details should be
communicated. Examples of reports and data expected to be delivered by employees to their direct
manager are great items to go over with a potential candidate to identify if the candidate meets the
required soft skills to complete the tasks.

SOC Soft Skills

Specific roles in the SOC have corresponding soft skills expectations, many of which were identified
earlier in this chapter as I described skills involving how people communicate and work. I pointed
out that some roles have strong organizational and operational skill requirements. Some roles require
critical thinking and problem solving. Roles involving interacting with team members require the ability
to collaborate with others. Technical writing skills are needed for roles that create reports or develop
training. Many of these skills are not developed through technical training but rather are gained through
work experience or general education or are just part of a person’s personality or natural abilities.

Many SOC managers and directors I speak with are less concerned about a new SOC member’s
knowledge of specific tools. SOC leaders want a new SOC member to have an understanding of under-
lying functions, systems, networks, and processes and be able to fit into the SOC culture. Along with
a strong work ethic (discussed in the next section), soft skills are a critical evaluation point for many
SOC roles. Soft skills tend to be more important than technical skills for many roles.

The following is a list of soft skills that I find are common in members of a SOC regardless of which
service they provide. I recommend including these soft skills in job profiles when recruiting.

® Problem solving: Industry and market knowledge

B Analytical skills: Troubleshooting complex issues

® Communication: Business understanding
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B Negotiation and diplomacy: Work under pressure
B Detail-oriented: Organizational skills

B Teamwork: Documentation and presentation

Security Clearance Requirements

In addition to the previously discussed hard and soft skill requirements, another factor to consider
as you develop a job description is that some roles in the SOC may require certain levels of security
clearance in order to have access to specific content. Security clearance can be mandated by the orga-
nization and/or by law and is a license issued by an agency, the head of a department, or a branch
of the federal government. Many U.S. federal employees and many employees in the private sector
are required to obtain security clearance. The amount of time required to obtain any level of security
clearance depends on different factors, but according to one source, Security Degree Hub (https://
www.securitydegreehub.com), obtaining a U.S.-based security clearance on average takes six months
to a year. During a clearance evaluation, various aspects of a candidate are verified, including their
identity, where they were born, where they live, who lives with them, any previous or current financial
troubles, or anything else that could represent a risk of granting the candidate enough trust for the
specific level of clearance they are applying for.

Security clearances have different levels, which grant specific levels of access to classified content.
Regarding the U.S. federal government clearance stages, there are three levels, corresponding to the
potential impact data loss at that level could have on the government and associated parties:

® Top Secret: Highest level of classification. Exposure would cause “exceptionally grave
danger.”

B Secret: Second highest level of classification. Exposure would cause “serious danger.”

® Confidential: Lowest level of classification. Exposure would cause “damage.”

It is important to point out that the U.S. federal government has additional language and classification
levels used in classified communities. Some Top Secret clearances indicate the employee has passed a
Single Scope Background Investigation (SSBI). This means the employee needs Top Secret clearance
and access to sensitive compartmented information (SCI) in order to do their work. This clearance is
not the same as an employee granted Top Secret SCI, which represents a SCI program run by a specific
agency. SCI programs can ask for additional validation, including polygraph examinations, as part of
the screening process, but it is inaccurate to assume that all Top Secret SCI employees have had a poly-
graph or additional validation beyond what is required for a Top Secret clearance. The requirements
for a SCI program are specific to the agency it is assigned to, meaning even if you have Top Secret
clearance, you would not be granted access to any material deemed Top Secret SCI unless you have
been granted SCI access by the specific agency behind the SCI program. If one SCI program grants
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an employee Top Secret SCI clearance to its agency’s SCI, that does not grant the same employee Top
Secret SCI clearance access to any other agency’s SCI.

Learn more about the United States Security Clearances program at https://www.state.gov/m/ds/
clearances/c10978.htm.

Countries in the European Union (EU) use a similar classification system known as the European
Union Classified Information (EUCI) system. The EU approach breaks classified information into four
levels. Like the U.S. classification system, each level is based on the potential impact data loss could
have on the government and other associated parties.

® Tres Secret UE/EU Top Secret: The unauthorized disclosure of this information could cause
exceptionally grave prejudice to the essential interests of the EU or one or more of the member
states.

® Secret UE/EU Secret: The unauthorized disclosure of this information could seriously harm
the essential interests of the EU or one or more of the member states.

® Confidentiel UE/EU Confidential: The unauthorized disclosure of this information could
harm the essential interests of the EU or one or more of the member states.

m Restreint UE/EU Restricted: The unauthorized disclosure of this information could be disad-
vantageous to the interests of the EU or one or more of the member states.

Certain groups, such as the General Secretariat of the Council (GSC), provide approval lists for the
types of cryptographic products that can be used on certain levels of EUCI classified data. The same
policies apply to people, process, and technology associated with EU classified information. Learn
more about the EU classification system at https://www.consilium.europa.eu/en/.

The type of clearance your SOC or the organization protected by your SOC will or will not require
will be based on the laws governing your organization and the data it is associated with. In some situ-
ations, access to content can be granted while a clearance is being processed, known as being in an
“interim status” or temporary status. Other times, the clearance process must be completed before
access to protected content can be granted. Most security programs require a periodic reinvestigation
after a specific length of time, which time will be shorter as the level of clearance is increased. You
will need to validate requirements for clearance with somebody that specializes in security clearances,
such as a security clearance officer, before you consider providing specialized clearance to any of your
employees.
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Pre-Interviewing

At this point, I have covered how to create a job role, the different types of roles that exist in the
industry, the job roles associated with SOC services, and how both soft skills and technical skills (and
perhaps security clearance) should be considered for a job role. You can use all of these factors to
develop job requests for the positions that you need to fill as you launch new SOC services or grow
existing SOC services. Now it is time to look at how to fill job roles in your SOC with the right people
by executing a successful interviewing process.

You will want to create a filtering system to avoid wasting time interviewing unqualified candidates
for any job role you are looking to fill. According to a study by ISACA, 57% of respondents note
the lack of qualification of half of the candidates they have hired. This feedback translates to half of
the candidates seen by ISACA’s survey were found to not be able to perform the skills advertised on
their resume during the interview process! Qualifying skills is a critical step of the interview process
and must be done for any skill required to perform the job you are looking to fill. Candidates will
list anything on their resume, from how long they worked in a position to the type of work that they
performed; however, it is up to you to validate whether the provided information is true. Make sure to
do this early using a prescreening process that includes one or more knockout questions to filter out
unqualified candidates.

Candidates can provide proof of their skills through certifications and degrees, which might or might
not be current, valid, or completed. Verifying industry-recognized certifications and degrees from
accredited universities will be easy and can be done by visiting the provider’s website or using a
validation service as long as you have the candidate’s full name, certification number, and date of
graduation if applicable. For example, you can consult the National Student Clearinghouse (https://
www.studentclearinghouse.org/) to verify a degree from an accredited school was obtained by a
candidate. Verifying certifications and degrees can also be used as part of the knockout process.

A certification does not mean a skillset exists! Certifications show the required skills were vali-
dated at a specific point in time. Skillsets must be practiced or they are lost. Many recertification
programs do not use the same rigor as the original certification, meaning a recertification date
would not reflect the same skills existed as when the original certification was achieved. Some
certifications can be cheated through the use of brain dumps, which publish the answers to the
exams required to achieve a certification. For all of these reasons, it is important to use your own
validation system to verify skills exist rather than depending on an external certification program.

Verifying work experience can be more challenging based on what is provided as a reference point.
Things will change over time, including the status of people who worked with the candidate and the
status of the organization the candidate worked at, sometimes causing a reference to no longer be
available. Some candidates will also ask that you not contact their current employer until an offer
is provided, prohibiting any validation of their current skillsets. If you can’t speak with the direct
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manager of a current candidate, ask the candidate if you can contact a coworker or other party that can
validate the skills you are looking for in your potential candidate.

It is important to be mindful that some of your strongest candidates will have skills that are repre-
sented on the resume in their job experience and not through education or certification programs.
| have worked with very capable engineers who do not have a high school degree or certifica-
tions. | have also encountered unqualified candidates who have listed dozens of certifications and
years of experience on their resume. Make sure to use your own skill assessment process when
validating skills.

Avoid using language during any job postings or during a live interview that includes preference for a
particular gender, race, age, religion, or other such status. For example, posting “we are looking for a
young and energetic team member” would suggest age discrimination based on the use of “young” and
“energetic.” You can highlight your organization’s view of providing an unbiased recruiting process
externally by stating you are an “equal opportunity employer” or stating “nothing in the job posting
or description should be construed as an offer or guarantee of employment” in your job posting and
during a live interview. Keeping your hiring process unbiased will not only attract a diverse pool of
candidates but also help avoid unwanted legal matters in regard to violating people’s rights.

Interviewing

Once you have created and posted requirements for your SOC role to be filled, you will need to evaluate
the potential candidates. The initial conversation can be a phone call, video conference, or web chat.
The focus of the first interview is to exchange information about what is being offered by both the
recruiter and the potential candidate to see if a potential match exists. According to Monster, a common
mistake made by hiring managers is spending too much time describing or “selling” the position.
It is important to also spend time listening to candidates so that you can assess their qualifications,
skills, and personal characteristics. Not doing this leads to wasting time with follow-up interviews with
candidates that are interested in the opportunity but not qualified or not a good match for the role. It is
ideal to include a member of the team that has the job role opening to assist with the interview process,
not only to help validate that the candidate’s skills are a fit but also to look for potential team chemistry.
Candidates’ answers regarding specific qualifications or skills should be assessed by experts in those
areas to ensure candidates are properly evaluated. Lastly, ensure that any special constraints related to
the role are covered upfront, such as required travel or potential overtime.

Interview Prompter

One tool that can be used to standardize the questions delivered during the interview is an interview
prompter template specific to the job role. Questions within the prompter can be developed and
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validated by internal team members and experts in the associated technology prior to the prompter’s
usage. Experts can also be used later to review the responses that are provided by candidates during
the live interviews.

An interview prompter template can include questions about the following:

B General skills

®m Specific technical skills

® Educational background

B Years of experience and what the experience involves

B Details about past projects and job roles

® Work the candidate enjoys and doesn’t enjoy being involved in

B Career and personal goals

B Limitations and constraints, including salary and overtime availability
B [f employed, reason for leaving their current role and considering this role
B Availability to start

B Descriptions about the role

B Overview of the position

B Describe the team

® Company business and culture

B Company benefits

B Compensation system

B Associated projects and expectations

The last seven questions are focused on selling the SOC position while the first questions are
designed to learn about the candidate.

The interview prompter template is very helpful for organizing questions, but asking questions in the
specific order listed in the prompter isn’t required. It is common for an interview to start with the
interviewer providing an overview of the opportunity and then letting the conversation flow naturally
from topic to topic as questions are asked by either the interviewer or interviewee. The interviewer can
check off items on the interview prompter to ensure that all topics are covered within the interview
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time slot regardless of the order in which the answers are obtained. The prompter also helps ensure
that the interviewer covers required topics within the allocated time for the interview using the task
checkoff process.

Post Interview

After first-round interviews are conducted, qualified candidates might be asked for a face-to-face
follow-up interview. Among the purposes of the second interview are to enable the candidate to meet
with the team members or direct manager, to permit the candidate to assess the environment they
would be working in if hired, and to have the candidate perform additional skill tests. Skill tests can
include hands-on work with tools or applications, logical exams, or other methods to validate the
expected knowledge and skills meet what is required to perform the job role. If both parties remain
interested after the second interview, the hiring manager should provide a target date for a formal
decision regarding whether the candidate will be offered the position. The offer can also occur at the
end of the second interview and be verbal if time is required to develop a formal draft of the offer.
There may be other circumstances that would postpone a formal offer, such as ensuring the candidate
meets substance testing requirements before being formally offered a position.

When developing a formal offer letter, make sure all details are clearly defined. This includes the
position, expected tasks, total compensation package, and start date. The offer letter should include the
name of the new hire’s immediate manager and any additional document(s) that must be brought in on
the first day. It is standard practice for the human resources department to develop and provide the offer
letter to the new employee rather than the recruiter or hiring manager.

After providing an offer letter, the next stage of the hiring process is onboarding the new employee.

Onboarding Employees

Once a job role is filled, the hiring manager will need to prepare to bring the new employee into the
job role. This process is also called onboarding the new hire. It is critical to properly prepare for a
new employee, both to ensure that the new employee’s time isn’t wasted waiting beyond the desig-
nated day to start work and to ensure that the new employee has a positive first impression of the new
job. A new employee will be frustrated if he or she arrives the first day ready to start working but
doesn’t have a workspace and computer allocated—basic essentials which should be prepared before
the new employee arrives. The following list are requirements a hiring manager needs to prepare prior
to the new employee’s arrival. Provisioning of these items can be done by other team members such
as desktop support and human resources, but it is the overall responsibility of the hiring manager to
ensure these items are available prior to the arrival of the new employee.

B Allocated physical space within facilities, such as a desk and chair if applicable to the role
m Expected office supplies

B Computing equipment
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Employee identification and credentials such as telephone numbers, user IDs, and passwords

Special software or tools

Scheduling of education or overview of job role, if necessary

Printed or electronic documents on processes, policies, methodologies, and other items relevant
to the job role

The hiring manager also needs to prepare other internal team members for the arrival of the new
employee. Information such as the background of the new hire should be shared with the direct team.
Additional information such as personal interests can be shared to promote a positive chemistry, if
disclosure of those details is authorized by the new hire prior to his or her arrival. Skills and duties
associated with the job role should be shared and validated with the direct team so expectations for the
new hire are clear to everybody.

Onboarding Requirements

Certain SOC roles will have specific onboarding requirements. Those requirements can include
obtaining authorization to access sensitive resources, learning existing processes, attending training
for new hires, and signing off on required compliance documentation. Some training might involve
shadowing employees, with the goal of switching from a monitor to an interactive role as the new hire
learns skills and processes. For example, a new hire might be assigned to monitor the incident handling
procedure the first month on the job or work on a fake incident before being responsible for interacting
with a real incident. Senior team members can review how a fake incident is handled by a new hire
and provide coaching and reference to procedures as the new hire transitions into an operational role.

SOCs that follow industry guidelines should have new hires study the guidelines relevant to the job
role. An example is having a new hire who is part of the incident response program first review the
NIST 800-61 (Rev. 2) Computer Security Incident Handling Guide or the FIRST PSIRT Services
Framework (introduced in Chapters 1 and 3, respectively). Required reading can also be provided
before a new hire starts, which the hiring manager could reference and even quiz the new hire about
to ensure learning objectives were achieved the first week they started the new role. Expectations for
this material can be shared as part of the expected onboarding process as a new hire’s first few weeks
schedule is developed by the hiring manager.

It is critical to ensure a smooth transition into a position for any new hire. The first few weeks will
determine if the candidate is a fit for the role and will be capable of handling the associated responsibil-
ities. Part of creating a welcoming environment for employees is properly setting career expectations.

Managing People

Failure to properly manage people will lead to a SOC whose employees are a flight risk, ready to leave
for another organization if a better offer comes along. The current IT market is strong, and it will take
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effort to retain top talent. Great managers know what drives the people who report to them and act as
an enabler for those goals. Career-driven people are not focused only on how much money they make.
Table 4-13 lists the top five things that make employees happy at work and the top five reasons why
employees are not happy and eventually leave a position. This data comes from Monster and BioSpace.

TABLE 4-13 What Makes a Happy or Disgruntled Employee

Happy Disgruntled

Feel accomplished Are disengaged

Receive positive reinforcement Are stressed out

Like their co-workers Have a negative mindset

Have some level of autonomy Have poor relationships with managers and colleagues
Are proud of what they are part of Not fully using their intellect or strengths

As a SOC manager, you will want to identify what motivates each of your SOC employees as well
as help guide which future position and goals would be most ideal for them to target. This includes
identifying that an employee is working a stepping-stone position with the goal of taking on a more
senior role once they acquire the appropriate skills and experience. Goals should be documented in an
employee development plan and must benefit both the organization and the employee. Before setting
goals for an employee, consider the business goals and how that employee aligns to short-term and
longer business objectives. Make sure to consider whether certain roles need to be filled in the future
and, if so, whether this employee could be groomed for that needed role. Having a business goal
aligned with an employee goal helps justify investment in training and experience so that both parties
benefit from the promotion.

Once business goal alignments are identified with potential employee goals, speak with the employee
and confirm career aspirations. When a career goal is confirmed by the employee that aligns with
the business goal, assess the potential and readiness for the employee to take the role by asking the
employee the following questions:

® Would you be able to gain the skills required for the role?

B What skills and experience do you currently have or lack that are required for the role?

Look at the gaps in the readiness assessment and develop a potential timeline to achieve those missing
skills and experience. The results of this exercise will provide a development plan that leads to
achieving a goal that is good for both the employee and the organization.

Common factors that can act as motivators or discourage an employee from working within a specific
job role are as follows:
® Income

B Geographical location
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Travel

Work/life balance

Type of work (technical, social, sales driven, etc.)

Benefits

Training and experience opportunities

It is important to identify how each of these factors impacts every employee as you create development
plans to ensure their personal goals are met along with professional goals. For example, one position
might have a higher pay but require more travel, posing an unwanted work-life balance for a particular
employee. Another job might pay less but provide the opportunity to live where the employee desires
and offer teleworking opportunities, which might be more important than higher pay to a particular
employee. Not covering personal goals can lead to moving employees into roles that negatively impact
their personal lives, causing the employee to leave regardless of the benefits of the promotion. Consider
these personal factors when creating a development plan for your employees.

Job Retention

Often, the term competitive workplace refers to competition between existing employees. This
view translates to an employee struggling with separating themselves from the other career-driven
employees all vying for attention from management to gain a promotion. In the field of cybersecurity,
the dynamic has switched in favor of the employee. Now the competition exists at the organizational
and corporate levels, leading to organizations shopping for talent within other organizations based on
the huge demand for talent. Employees with the right experience and skills will be bombarded with job
offers daily, making job retention extremely difficult to maintain across all SOC positions. You need to
focus on job retention or all of your time invested in finding the right employees will end up benefiting
somebody else that poaches them!

Salary.com suggests a few benefits you can offer to your employees to improve job retention. Offering
some of these items might not be possible or cost effective for every employee, but providing them
when possible is ideal. The first offering is good health coverage for all employees, including part-time
workers. Good healthcare includes wellness benefits such as gym memberships, healthy snacks, and
other ways to keep employees healthy and strong along with traditional healthcare services. Healthcare
services include preventative benefits, which cover all aspects of physical health, dental care, and
vision. Healthcare also includes self-care benefits such as legal services to help with personal matters,
discount programs, and mental healthcare. All of this will help reduce personal distractions and keep
employees happy.

Salary.com also suggests offering telecommuting opportunities and flexible hours when a job role
allows either. These benefits can be offered in small doses, such as once a week or more frequently,
depending on whether employees in the role can provide the same value as they provide working in the
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office on a fixed schedule. Offering telecommuting and flexible hours also increases the geographical
reach for recruiting people as well as retaining employees that have to move but still want to be part of
the SOC, since they can continue work from their new living location. Factors such as the hours and
availability of the SOC as well as location requirements will impact these offerings.

Another benefit suggested by Salary.com is encouraging employee training, workshops, and other
forms of education. Offering training opportunities not only develops talent within the organization,
but keeps employees motivated to stay and improve their capabilities. Completing training can be
used as milestones for raises and other rewards, giving employees a clear direction on how they can
advance their career. Make sure to consider all types of training and development, ranging from formal
classroom training to on-demand online courses. Other development options outside of training include
shadowing senior members for over-the-shoulder training, one-on-one coaching and mentoring, local
networking groups, and adding members to special projects outside of their normal job duties. Also
consider group rates if a specific skill or certification can be applied to multiple employees to save on
training costs.

Some organizations use their investment in training to retain employees by offering to pay for training
if the employees commit to remaining in their role or employed by the organization for a specific
period of time. The benefit of this approach is that it discourages employees from leaving the orga-
nization since they would forfeit having the organization pay for their training. The downside of this
approach is possibly discouraging some employees from pursuing training due to their unwillingness
to sign a retainer agreement. An alternative to training retainers is to provide compensation awards in
the form of stock or pay that pays out over a specific period of time based on the employee remaining
within a role or at the organization. This approach also encourages employees who don’t want to
commit to a retainer to obtain training.

Training

Training is the action of teaching a particular skill or type of behavior. SOC employees need to be
trained to be able to perform their jobs and keep up with the changing threat and IT landscape. When
an incident occurs, a common corrective action is more training. I already covered how training is used
by companies to retain top talent. Considering all of these reasons for investing in training, the costs for
training can quickly become a fortune and training results can be hard to measure if specific objectives
are not defined. The following are recommended steps and considerations when developing a training
program for any SOC employee:

Step 1. Create the business case: How does this training impact the SOC and employees that will
be attending it? Does the training target a specific SOC service need or is it for career devel-
opment? A cost-benefit analysis might be needed to justify the requested training.

Step 2. Define objectives and learning outcome: Describe what knowledge should be obtained via
the training and how to judge if learning objectives were met. This could be achieved in sev-
eral ways, such as having the employee obtain a certification or demonstrate the new skill.
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Step 3. Select a training method: There are many methods to deliver training. The traditional in-
person class may be more effective than delivering training online, but a live class will cost
more both in time and money. Using recordings will reduce the cost of delivering training,
but students will not be able to have discussions with the trainer, potentially reducing the
quality of the training. Consider all options, including over-the-shoulder training, video,
video conferencing, and live classes.

Step 4. Identify resources: Who will provide the training? Will it be in-house or an external
resource? Are there any qualifications required for somebody to deliver the training
properly? Some certification programs require a certified proctor to deliver content, limiting
available resources to provide the training.

Step 5. Develop training material: Make sure the content that is developed is in line with the
training objective identified for the business case of the training. This includes meeting all
learning objectives so that candidates who complete the training can be properly qualified as
successfully trained.

Step 6. Deliver training and evaluate effectiveness: Deliver the training and include a way to
obtain feedback. Feedback should come from both the trainer and trainees to best understand
both parties’ experience of the course.

Step 7. Improve the training: The final step is to grade how well trainees accomplished the
learning objectives as well as review the feedback from both trainers and trainees. Use these
results to adjust the class so that it becomes more effective.

An example of going through this process is considering training for using a specific tool. The business
case can be based on the impact the tool will have to a SOC service once the users are properly trained.
The outcome of the training could be a certification from the tool vendor as well as the trainee’s ability
to showcase how they use the tool. The method of training could be a live boot camp delivered by the
vendor’s training resources or some other method that accomplishes the desired training outcome. The
resource and material could be provided by the vendor, but a SOC sponsor can also be involved to
help with running the class and obtaining feedback. The cost for this entire process can be computed
and weighed against the value of the outcome to properly justify the training before any investments
are made.

Training Methods

There are many variations of training, the quality of the results for which will be impacted by the
method used. Many cybersecurity concepts require hands-on experience with potentially illegal tools.
Certain divisions of the U.S. military such as the U.S. Cyber Command (USCYBERCOM) request
contracted training to include working within real-world scenarios that replicate the actual chal-
lenges organizations are likely to encounter. Expectations are that the USCYBERCOM candidates
will have experience dealing with real malware and defending against genuine exploitation tactics.
USCYBERCOM not only requests real-world scenarios but also sets expectations for persistence as
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part of their success criteria. Persistence means training must be regularly scheduled as well as some-
times unannounced to continually hone skills.

Training might not be project specific. Your SOC employees might want to take on different roles that
have certain training requirements to perform properly. Encouraging career growth is key to developing
a relationship with employees, leading to employee retention and savings on in-house promotion versus
the costs to replace lost employees. Enabling career growth can be accomplished not only through
formal training but also using informal over-the-shoulder shadowing of other employees. This approach
not only saves in training costs, but also develops redundancy for skillsets and critical personnel. Formal
training can also be offered, which can be tied to agreements for a trainee to remain within their role at
the organization for a period of time in exchange for the training being paid for by the organization. A
violation of the agreement could require the trainee to pay for the training, reducing the likelihood of the
employee leaving their role during the agreement period. Promotions and other awards can also be tied
to training milestones, which milestones can align with expected skills of more senior job roles defined
within your organization. Aligning training and career paths will improve employee retention since
employees will have a reason beyond a paycheck to remain in the organization.

Another training consideration is to develop a cyber range, the purpose of which is to simulate a
real environment and the types of threats that an analyst could encounter. A cyber range might not
be tied to a specific learning objective, but can be viewed as a practice ground to help members test
out various types of scenarios that will come up as the SOC operates as well as customized scenarios
based on specific learning objectives. A cyber range should have a student utilize tools to solve chal-
lenges in real time using a similar environment to the SOC’s real network. The cyber range should be
isolated from the real network, providing a safe, legal environment to gain hands-on skills with tools
used by the SOC and expected situations the SOC will encounter. Many guidelines, including the
National Initiative for Cybersecurity Education (NICE), define recommendations for a cyber range.
One military-based saying that highlights the importance of using a cyber range to gain experience
with cyberthreats is “the battlefield is the last place you want to meet your enemy for the first time.” It
is best to fail in a range rather than in the SOC.

I recommend considerations for training based on real-world scenarios and including criteria for
persistence to ensure that employees not only learn skills but retain them. It is not unusual to find that
a candidate certified in specific skills isn’t able to perform those skills after a prolonged period of time
of not using them. This brings us to an important concept, which is understanding the relationship
between certifications and training.

Certifications

An IT certification validates that the certified professional has competency in a specific aspect of tech-
nology. Each certification program has its own method to validate a candidate’s skills, which range
from combinations of test takers answering multiple-choice questions to performing hands-on exer-
cises. After a candidate’s skills are validated through a program’s assessment process, the program
issues a certificate signifying the person met the program’s requirements and the specific date on which
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the certificate was issued. Many programs require a recertification assessment within a certain period
of time after initial certification. Recertification requirements vary from program to program and
can involve either performing the same skills required for the initial certification, using a condensed
version of the testing system, or just paying a fee, typically used to fund a membership program. Do
not assume that a certification validates a person’s current skill level; take into consideration when
the individual was certified, what was involved to get certified, and how often recertification occurs.
The best approach to validate any skill is to have the person perform that skill in your own real-world
scenario.

One common challenge I hear from SOC managers is determining which certification is the best option
for their employees. My advice is to consider aligning the purpose for a certification program with the
SOC position looking to get certified. Certain certifications and training are designed for specific job
roles. For example, the CompTIA CySA+ is designed for a cybersecurity analyst, while the EC-Council
Certified Penetration Tester is obviously targeting the penetration testing market. I included suggested
certifications for each job role related to SOC work earlier in this chapter.

Evaluating Training Providers

Different training providers will offer their own version of a certification program. For example,
EC-Council, SANS, and Offensive Security all offer a penetration testing certification. Some of
the content will be similar, while other parts of the program will be unique based on how the
provider develops its material. It is recommended to consider the following when evaluating a
program:

1. What steps/efforts are required to learn and achieve a certification?

2. What are the upfront and annual costs following completing the certification? Some
programs require recurring fees.

What are the recertification requirements?
How respected is the certification/program based on industry feedback?
Do the learning objectives align with your own learning objectives?

o o &~ w

Who will be developing the content and teaching the content? Some programs push live
classes with generic teachers that provide little value for the high cost of the course.

7. When is the training offered and does it meet your training timeline?
8. Are there better competitive training options that accomplish similar learning objectives?
9. Does the training and testing format mesh with your learning style?

Training should not be limited to individual learning or technical knowledge. The SOC should also
train as a unit to improve its services. One popular approach to accomplish SOC training is performing
tabletop exercises.
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Company Culture

One key factor that is outside of the power of an employee’s manager that will encourage or discourage
an employee to stay within a role is the company culture. Company culture is the personality of a
company. Company culture is a mix of various ingredients including the work environment, company
mission, ethics, and values. Some organizations operate in a very casual manner, while others enforce
strict rules and regulations. The Balance Careers (https://www.thebalancecareers.com), a service
covering career advice, points out that employees enjoy work when their needs and values are
consistent with those in the workplace. This leads to employees developing better relationships with
coworkers and being even more productive. The Balance Careers also points out that if you don’t fit
in with company culture, you are likely to take far less pleasure from your work. Forcing an employee
that prefers to work independently to work in a team environment will not yield a happy employee.

I have seen organizations attempt to create, and sometimes force employee participation in, what lead-
ership believes would be considered “fun and desired” exercises, which sometimes works very well but
often has the opposite effect. For example, an organization might invest in team-building events rather
than training, or offer free lunch rather than more paid time off. Some organizations might attempt
to push the concept of work culture by changing the language used about the work being done. An
example is labeling a call center a “customer satisfaction center.” Some organizations might develop
sales or service contests such as having the sales team perform customer sales pitches to team members
for a chance to win the best sales pitch award. All of these processes are designed to impact people
with hopes of improving the organization’s culture. I highly recommend any of these actions as long
as they align with a business goal that can be measured. If running a team-building exercise or sales
contest, make sure to also establish a goal that can be measured following the event. If free lunch is
going to be provided, what is the return on this investment and, more importantly, does this have the
impact intended and, if so, is it the best option to obtain that impact? Make sure to use a combination
of the business strategy alignment techniques covered earlier in this book along with employee surveys
to develop processes and other activities that will lead to a great culture. Don’t force events for the sake
of culture or you will upset some employees as well as waste time and money on efforts that do not
positively impact the organization.

Summary

This chapter opened by highlighting the importance of the people within your SOC. You learned
about industry job roles to give you an idea of expected skills based on common job titles. Next, you
learned about the different SOC services and focused on the expected skills of the people that provide
those services. Another important topic covered was the concept of soft skills and how they should be
considered as you recruit employees for your SOC. You also learned about security clearance require-
ments. All of this data is designed to develop job requirements to fill your SOC with the right people as
you launch or mature different SOC services.
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The second part of this chapter provided recommendations for developing an interview plan, including
using an interview prompter to ensure that all questions are covered during a formal interview. It also
covered many topics that need to occur after interviewing, including recommendations for bringing
new hires into the organization and management best practices to ensure you retain top talent. The
chapter closed with a look at training, certificates, and company culture, which all impact retaining top
talent.

Next up is Chapter 5, which reviews all the types of data that will be generated by a SOC and how to
centrally manage and benefit from those results.
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dynamic analysis, 480482
evidence, 474-476
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chaining together attack behaviors, 36-37

penetration testing, 182

PRE-ATT&CK research, 36-37

using, 38
ML (Machine Learning), 313, 651-652

Al 315

applied, 653-654

automation, 651

chatbots, 657

cross-validation models, 316-317

cybersecurity, 314

future of, 656-659

hold-out models, 316

hurdles of, 652-653

models of, 315-317

training, 655
mobile devices

MDM, 94-95

security concerns, SOC development, 94-95

modified waterfall model, processing threat
intelligence, 400-402

monitoring, computer rooms, 112

monitoring systems, EPS, digesting, 141-142
Moodle, LMS, 645
motivations of threat actors, 7

NAC (Network Access Control), 12
automated NAC, 501
profiling, 128
SOC development, 92, 128-130
values, 129-130
vulnerability management, 522-524
name servers, rogue, 282
NAT (Network Address Translation), 534

NBAR (Network-Based Application
Recognition), 93

NERC CIP (North American Electric
Reliability Corporation, Critical
Infrastructure Protection), 375

NETCONF, 590-591
NetDevOps, 604-605
API, 605
examples of, 606-609
NetFlow, 93, 133-134
network scanners, 501-502
application-layer firewalls, 534
distance, networks, 534-535
IDS/IPS, 534
NAC, 522-524
network scanners, 515
perimeter networks (DMZ), 535
segmentation, 534-535
templates, 534, 536
VPN, 534
networks
branch networks, capability maps, 64—65
connectivity, inline connectivity, 123
device logs, 273
disaster recovery, 125-126
distance, 534-535



engineers, 215
LAN, encryption, 131
maps and geolocation, 266
perimeter networks (DMZ), 535
programmability, NetDevOps, 601-604
API, 605
examples of, 606—-609
redundancy, risks reduction, 124-125
SD-WAN, 618-622
benefits of, 622623
dashboard example, 622-623
DLP, 629
tier one support, 629-630
security, capability maps, 63-64
segmentation, 115-116
ACL, 117
AD segmentation, 119-120
choosing, 117-118
client/server segmentation, 118-119
logical segmentation, 116-118
server segmentation, 118-119
SOC design considerations, 114-115
network security guidelines, 137-138
segmentation, 115-120
throughput, 120-121
throughput, 120-121
requirements, 121-123
VPN, 534
SASE, 628-629
SOC development, 91-92
WAN, 618-620
Nexpose vulnerability scanner, 86-87
NICE Framework, 233-237

NIST (National Institute of Standards and
Technology)

CSFE, 11, 20-21, 342
capability assessments, 344-345
Framework Core, 21-22
mapping Cisco security products to CSF, 354

operations rooms, facility design 697

tiers, 343-344
guidelines, 22

SP 800-61 Rev. 2 Incident Response Lifecycle,
425-426

containment, eradication and recovery
phase, 426438

incident management, 190-193
preparation phase, 426454, 484-492
SP 800-84, future of SOC staff, 666-667

SP 800-86, digital forensics services,
201-202

SP 800-115, penetration testing, 180—182,
362-367

NISTIR 8011 Attack Methodologies, 566
Nmap

fingerprinting, 503

scanning, 501-502
nontechnical feeds, 266

nontechnical intelligence. See strategic
threat intelligence

NSA Information Assurance and Defense-in-
Depth Strategy, 8-9

o

onboarding employees, 249-250

on-demand experts, future of training, 649
on-demand learning, 646-648

online and social data context, 266

OODA loop diagrams, 557-558

OpenlOC, processing technical threat
intelligence data, 408

OpenVAS, vulnerability scanning, 178

operational threat intelligence, 205, 382,
384-385

data expectations, 396-397
processing data, 402
Google Alerts, 403—404
scrapers, 403-404
social media, 404—407
operations rooms, facility design, 106
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OPEX (Operating Expenses), 628
orchestrating data

blueprinting, 600-601

DevOps, 582
Amazon DevOps, 612-613
Ansible and DevOps labs, 596-598
automated DevOps, 595-596
cloud programmability, 609-612
common data formats, 585-589
data management, 583-584
data modeling, 589-590
TaaS DevOps, 610
JSON, 586
manual DevOps, 592-595
NETCONEF, 590-591
NetDevOps, 604-609
PaaS DevOps, 610
RESTCONEF, 591
SaaS DevOps, 610, 613-614
targets, 592
text-file formats, 584585
tools, 591
XML, 585-586
YAML, 586-589
YANG serializers, 589-590

EDR
CrowdStrike Falcon dashboard, 566-569
NISTIR 8011 Attack Methodologies, 566

network programmability, NetDevOps,
604-605

API, 605
examples of, 606-609
OODA loop diagrams, 557-558
playbooks, 569
automation, 575-578
components of, 569-570
IRC, 571-572
malware outbreak playbooks, 196, 572-575
workflows, 570-571, 579-582

SIEM, SOAR comparisons, 558
SOAR, 556-558, 560-561
Phantom, case management, 562-563

Phantom, DevOps usage example,
564-566

Phantom, example of, 561-562
Phantom, playbooks, 563-564
SIEM comparisons, 558
XDR, 559-560
Osquery
blueprinting, 600-601
running, 601-604
outsourcing services, 42, 102-103

P

PaaS, DevOps, 610
packed files
Peframe, 198-199
static analysis, 197-199
packet capturing, SOC development, 135
packing files, analysis services, 445-447

partially known environment penetration
testing, 367

passive vulnerability scanning, 87-88,
516-517

patching systems, vulnerability management,
547-549

pay scales
formalizing, 212-213
GS pay scales, 211-213
PDCA cycle, audits, 188-189
Peframe packed file analysis, 198-199
penetration testing, 179, 361-362
Atomic Red Team, 182—-185
black-box testing, 181

Emily Williams example, hacking IT services,
635-636

future of, 667-668
gray-box testing, 181
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Kali Linux, 186 goal alignment, 96

known environments, 367 growth planning, 96-97

Metasploit, 14, 186187 redundancy planning, 98

MITRE ATT&CK Model, 182 resource planning, 98

NIST SP 800-115, 180-182, 362-367 technology planning, 97-98

partially known environments, 367 solution planning, SIEM, 284-285

planning, 368-371 threat intelligence, 393-398

scope statements, 369-371 vulnerability evaluation procedures, planning,
SOC job roles, 218-219 532-537

Surveyor, 185 work environments, 155-156

types of, 367 playbooks, 569
Ansible, 598-600

automation, 575-578

unknown environments, 367
people

finding for services, 152, 157 components of, 569-570

managing, 250-252 eradication playbooks, 464—465

Three Pillars of Foundational SOC Support incident management services, 195
Services, The, 156157 incident response
perimeter networks (DMZ), 535 consortium playbooks, 196
personalized learning, 646-648 eradication playbooks, 464—-465
Pframe, static analysis, 448 IRC, 571-572
Phantom malware outbreak playbooks, 196, 572-575
case management, 562-563 Phantom usage example, 563-564
DevOps usage example, 564-566 recovery playbooks, 466
playbooks, 563-564 workflows
SOAR example, 561-562 examples, 579-582
phases of SOC development, 80-82 sample workflow, 570-571
phoning home, malware, 457 symbols, 570
physical SOC, facility design, 102-103 policies, 322
pivoting, analytic, 30-31 accreditation, 331-332
planning certifications, 331-332
business contingency planning, 173 compliance, 327
DRP, 125-126 definitions and terms, 327
incident response planning, 194 enforcing, 330-331
incident response planning templates, 437 history of, 328
penetration testing, 368-371 launching, 328-329
redundancy planning, computer rooms, 110-111 overview, 322-324
resource planning, service job roles, 166—167 procedures, 332-333
SOC, 95 purpose of, 324

capacity planning, 95-96, 99 scope of, 325
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statements, 325-327
tabletop exercises, 334-335
example of, 337-340
executing, 336-337
format of, 337-338
options, 334-335
port scanning, 457-458
post interview process, 249

post-incident activity phase, incident
response lifecycle, 484-492

post-sales/installation engineers, 214
power management
power-dense equipment, computer rooms, 109
UPS, computer rooms, 110-111

power requirements, computer rooms,
107-108

power-dense equipment, computer rooms, 109
PRE-ATT&CK research, 36-37
pre-interviewing, job roles, 246-247

preparation phase, incident response
lifecycle, 426-438

prevalence, threat intelligence, 387
preventing intrusions, SOC development, 133
preventive technologies
data at rest/in motion, SOC development, 2-93
firewalls, SOC development, 89
NAC
profiling, 128
SOC development, 92, 128-130
values, 129-130
reputation security, SOC development, §89-91
SOC development, 88-93
VPN, SOC development, 91-92
primitive data types, 263-265

prioritizing assets, vulnerability
evaluation, 536

procedures, 82
designing, 83-84
examples of, 84-85
policies, 332-333

process and operational context, 266
processing data, SIEM, 280-281
processing threat intelligence, 399-400
actionable intelligence, 414
operational threat intelligence data, 402
Google Alerts, 402-403
scrapers, 403-404
social media, 404—407
strategic threat intelligence data, 400-402
technical threat intelligence data, 407
Abuse.ch Feodo Tracker, 412
AlienVault OTX, 412-413
Blocklist.de, 412
CINS Score, 412
CSV, 411

Cyber Threat System from FortiGuard
Labs, 413

Dan.me.uk, 412
Emerging Threats Rule Server, 412
FBI InfraGard, 412
IBM X-Force Exchange, 413
JSON, 407408
OpenlOC, 408
Regex, 411
SSH Bruteforce logs, 412-413
STIX, 408—-409
TAXII, 409411
XML, 407
profiling NAC, 128
proxy servers, rogue, 282

PSIRT (Product Incident Response Teams),
23-24, 493

Puppet, automated DevOps, 596

Q

QRadar dashboard, centralized data
management, 144-145

quality of content, threat intelligence, 390
checklists, 390-391
key factors, 390


http://Abuse.ch
http://Blocklist.de
http://Dan.me.uk

raised floors, computer rooms, 111
ranking
SOC goals, 5658
threats, 58-59
ransomware, 457
Rapid7 Nexpose
API, 303-304, 305-307
Struts vulnerability example, 514
RBAC (Role-Based Access Control), 140
recovering data, digital forensics, 479-480
recovery phase, incident response, 466
reducing EPS, 142-143
reducing risk, 169, 316-317
assessments, 355
executive summaries, 357-360
FedRAMP security assessment reports, 356
impact assessments, 356
results of, 357
risk assessments, 356
templates, 357-360
threat assessments, 355
types of, 355-356
vulnerability assessments, 355-356
vulnerability scanning, 360-361
weaknesses of, 361
audits, 351
example of, 351-352
external auditors, 353-354
firewall audit example, 351-352
internal audits, 352-353
tools, 354-355
CIS Controls, 347-349
EMV approach, 170-171
FIRST CSIRT services framework, 350
frameworks, 340-350
guidelines, 340-350
industry compliance, 371-375

redundancy 701

ISACA COBIT 2019, 349
ISO/IEC 27005, 345-347
NIST CSF, 342

capability assessments, 344-345

mapping Cisco security products to CSF,
354

tiers, 343-344
penetration testing, 361-362
known environments, 367

NIST Special Publication 800-115,
362-367

partially known environments, 367
planning, 368-371
scope statements, 369-371
types of, 367
unknown environments, 367
policies, 322
accreditation, 331-332
certifications, 331-332
compliance, 327
definitions and terms, 327
enforcing, 330-331
history of, 328
launching, 328-329
overview, 322-324
procedures, 332-333
purpose of, 324
scope of, 325
statements, 325-327
tabletop exercises, 334-340
redundancy, 124-125
risk documentation, 171-172
risk register systems, 172
standards, 340-350
redundancy
planning
computer rooms, 110-111
SOC development, 98
reducing risk, 124-125
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Regex (Regular Expressions), 411

remediation approval, vulnerability
management, 550-551

remote users, 661
replication logs, 273

report and remediate phase, vulnerability
management, 505

reporting
SOC development, 140-141
vulnerability management, 552
reputation security
block pages, 89-90
Google reputation warning banners, 90-91
SOC development, 89-91
reputation warning banners, Google, 90-91

research and development services, 46, 151,
205-206, 241

researching security technologies, 18-19
residual risk, 550
resource planning

service job roles, 166—167

SOC development, 98

respond and repeat phase, vulnerability
management, 506

REST (Representational State Transfer), 304
RESTCONF, 591
retaining jobs, 252-253

reverse engineering files, static analysis,
199-200

risk, 39-40
assessment phase, vulnerability management,
assessments, 356, 504
avoidance, 542
contingency, 171
flowcharts, 542-543
heat mapping, 173-174
modifying, 542
reducing, redundancy, 124—-125
register systems, 172

retention, 542

scope statements, managing risk, 80
transfer/sharing, 542
risk management services, 45, 150, 169
addressing risk, 172-173
business contingency planning, 173
risk heat mapping, 173-174
four responses to risk, 169—-170
job roles, 239
reducing risk, 169
EMYV approach, 170-171
risk documentation, 171-172
risk register systems, 172
risk reduction, 316-317
assessments, 355
executive summaries, 357-360
FedRAMP security assessment reports, 356
impact assessments, 356
results of, 357
risk assessments, 356
templates, 357-360
threat assessments, 355
types of, 355-356
vulnerability assessments, 355-356
vulnerability scanning, 360-361
weaknesses of, 361
audits, 351
example of, 351-352
external auditors, 353-354
firewall audit example, 351-352
internal audits, 352-353
tools, 354-355
CIS Controls, 347-349
FIRST CSIRT services framework, 350
frameworks, 340-350
guidelines, 340-350
industry compliance, 371-375
ISACA COBIT 2019, 349
ISO/IEC 27005, 345-347
NIST CSF, 342



capability assessments, 344-345

SD-WAN (Software-Defined Wide-Area Networks) 703

SANS, vulnerability management best

mapping Cisco security products to CSF, 354 practices, 12

tiers, 343-344
penetration testing, 361-362
known environments, 367

NIST Special Publication 800-115,
362-367

partially known environments, 367
planning, 368-371
scope statements, 369-371
types of, 367
unknown environments, 367
policies, 322
accreditation, 331-332
certifications, 331-332
compliance, 327
definitions and terms, 327
enforcing, 330-331
history of, 328
launching, 328-329
overview, 322-324
procedures, 332333
purpose of, 324
scope of, 325
statements, 325-327
tabletop exercises, 334-340
standards, 340-350
rogue name servers, 282
rogue proxy servers, 282
ROI, threat intelligence feedback, 421-422
rootkits, 456
RPC (Remote Procedure Calls), 305

S

SASE (Secure Access Service Edge),
616-617, 623-625

automated upgrades, 630
defined, 625-626
dynamic users/device fingerprints, 628
future of, 627-631
IT services, 637
OPEX, 628
SaaS, 627
VPN, 628-629

scanning for vulnerabilities, 12, 176-177
active vulnerability scanning, 8687
assessments, 360-361
authenticated scanning, 86
Firepower, 87-88, 306-307
Nexpose vulnerability scanner, 86—87
passive vulnerability scanning, 87-88
unauthenticated scanning, 86

scanning services, vulnerability management,
525-527

scareware, 457

SCIF (Sensitive Compartmented Information
Facilities), 106

scope of policies, 325

scope statements, 74-75
challenges of, 79-80
developing, 77-78
governance references, 80
penetration testing, 369-371
risk management references, 80
sample statements, 78—79

scrapers, operational threat intelligence data,
403-404

SaaS (Software as a Service)

DevOps, 610, 613-614

future of, 627
SaltStack, automated DevOps, 596
sandboxes, dynamic analysis, 453-454

SD-WAN (Software-Defined Wide-Area
Networks), 618-622

benefits of, 622—623
dashboard example, 622-623
DLP, 629

tier one support, 629-630
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SE (Sales Engineers), 214
second-generation SOC, 51
secure disposal, facility design, 104
security
administrators, 224-225
analysts, 217-218
architects, 227-229
baselines, establishing, 11, 94
breaches, impact of, 9-10
change, impact of, 11-13
clearances, job roles, 244-245
detection capabilities, 13—14
anomaly detection, 15-16
behavior detection, 15
best-of-breed capabilities, 17
defense-in-depth strategies, 17
evaluating security technologies, 17-18
researching security technologies, 18—19
signature detection, 14
email, threat intelligence security, 420
deploying email security, 421
ESA, 420-421

endpoint security, defense in depth strategy,
136-137

engineers, 225-226, 527
evaluating security technologies, 17-18
facility design, 104
frameworks, 19-20
applying, 24-25
CSF, 11, 20-22
CSIRT, 23
FIRST service frameworks, 23-24
PSIRT, 23-24
fundamental security capabilities, 13
anomaly detection, 15-16
behavior detection, 15
best-of-breed capabilities, 17
defense-in-depth strategies, 17
evaluating security technologies, 17-18

researching security technologies, 18—19
signature detection, 14

guidelines, 19-20
1SO 3100:2018, 22-23
NIST, 22

incident response, 424
artifact analysis, 442-443
breach defense tools, 439-440
communication, 430431
consortium playbooks, 196
core security capabilities, 439440
detecting malware behavior, 441
identifying artifact types, 443445
incidents, defining, 425
incidents, detecting, 438-439
infected systems, 441-442
law enforcement, 432-435
lifecycle of, 425426

lifecycle of, containment, eradication and
recovery phase, 426-438

lifecycle of, detection and analysis phase,
438-454

lifecycle of, post-incident activity phase,
484492

lifecycle of, preparation phase, 426—438

packing files, 445-447

planning, 194

planning templates, 437

playbooks, 196, 427-430

SOC job roles, 221-222

static analysis, 446-448

third-party interactions, 431-432

threat analysis, 440

ticketing systems, 435436
internal security tools

Cyber Kill Chains, 132

SOC development, 132
investing in

defense-in-depth strategies, 9

information assurance, 9



NSA Information Assurance and Defense-
in-Depth Strategy, 8-9

log data from security devices, ingesting for
service areas, 162—163

mobile devices, SOC development, 94-95
officers, vulnerability management, 527
reputation security, 89-91
block pages, 89-90
Google reputation warning banners, 90-91
researching security technologies, 18—19
SOC design considerations, 126—127
SOC technology, 158-159
standards, 19-20
threat intelligence security tools, 414—416
email security, 420-421
SIEM, 416-419
tools
logs, 273
SOC development, 85
trainers, 227
segmentation, 115-116, 534
ACL, 117
AD segmentation, 119-120
choosing, 117-118
client/server segmentation, 118—119
group tags, 664-665
logical segmentation, 116-118
server segmentation, 118-119
semi-structured data, 263
servers
compromise, 282
rogue name servers, 282
rogue proxy servers, 282
segmentation, 118-119
service areas, 160
developing, 161-163
FIRST CSIRT services/service areas, 160-161

log data from security devices, ingesting,
162-163

services 705

services, 46, 150

analysis services, 45, 151
dynamic analysis, 200
hidden extensions diagrams, 197
job roles, 240
static analysis, 197-200
TrIDNET, 197
challenges, 152
lack of experience, 154
limited tools, 153
low maturity, 153
people, 152
compliance services, 45, 151, 187-188
audits, 188—189
job roles, 240
SOC design considerations, 127-128
data assessments, 270-272

digital forensics services, 46, 151, 200-202,
240-241

external SOC services, 164

FIRST CSIRT services/service areas, 160—161

fundamental services, 150-152

future impact of, 669-671

in-house services, 42, 102-103, 164
advantages of, 4243
disadvantages of, 43—44

incident management services, 45, 151
COBIT severity model, 195
impact of incidents, 194-195
incident response planning, 194
job roles, 239-240

NIST Special Publication 800-61 Revision
2, 190-193

playbooks, 195

Verizon 2020 Data Breach Investigations
Report, 189-190

IT services, 631, 639-640
3D printing, 638
cloud programmability, 639
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hacking, Emily Williams example, 633-636
SASE, 637
training, 640-651
virtualized computers, 638—639
job roles
contracted vs. employee job roles, 165
goals, 165-166
resource planning, 166-167

SOC services and associated job roles,
238-241

tiers, 237-238
maturity models, 167-168
outsourcing services, 42, 102-103

research and development services, 46, 151,
205-206, 241

risk management services, 45, 150, 169
addressing risk, 172-174
four responses to risk, 169-170
job roles, 239
reducing risk, 169, 170-172

scanning services, vulnerability management,
525-527

situational and security awareness services, 460,
151, 202-203

cloning Gmail, SET, 203-205
job roles, 241
user training, 203-205

Three Pillars of Foundational SOC Support
Services, The, 154-155

evaluating, 159
people, 156-157
technology, 158-159

vulnerability management services, 45, 150,
175, 525

best practices, 175-176

job roles, 239

OpenVAS, 178

penetration testing, 179-187

roles, 527-528

Tenable.sc vulnerability tracking, 177
vulnerability tracking, 179

SET, cloning Gmail, 203-204
short data type, 264

SIEM (Security Information and Event
Management), 279

dat digest flows, 283

data correlation, 281-282

data enrichment, 283

data processing, 280-281

IBM QRadar dashboard, 299-306

SOAR comparisons, 558

solution planning, 284-285

Splunk dashboard, 291-300, 311-312

threat intelligence security, 416-419

troubleshooting, 287, 291
actionable intelligence, 300-301
data input, 288, 293-299
data processing, 289-291
data storage, 291-293
IBM QRadar dashboard, 299-302
Splunk dashboard, 291-300, 311-312
validating results, 299-300

tuning, 285-287

signature detection, 14
situation rooms, facility design, 106

situational and security awareness services,
46, 151, 202-203

cloning Gmail, SET, 203-205

job roles, 241

user training, 203-205
Slack, ChatOps, 595

SOAR (Security Orchestration, Automation
and Response), 557-558, 560-561

Phantom
case management, 562-563
DevOps usage example, 564-566
example of, 561-562
playbooks, 563-564
SIEM comparisons, 558
SOC (Security Operations Center), 2-3
business challenges, 40—41



capabilities assessments, 60
capability maps, 61-65
gap analysis, 68—69
developing
baseline tools, 133-135
centralized data management, 144—146
change management, 135-136
compliance, 127-128
dashboards, 140—-141
data retention and, 143-144
detection technologies, 93-94
encryption, 130-131
evaluating vulnerabilities, 86—88
facility design, 101-114
host systems, 136137
internal security tools, 132
intrusion detection/prevention, 133
mobile device security concerns, 94-95
NAC, 128-130
NetFlow, 133-134
network considerations, 114-125
network security guidelines, 137-138
packet capturing, 133-134
phases of development, 80-82
planning SOC, 95-99
preventive technologies, 88—-93
procedures, 83-85
reporting, 140-141
security tools, 85
throughput, 141-144
tool collaboration, 138-140
development milestones, 69—70
dysfunctional SOC, factors of, 3—4
facility design
computer rooms, 107-113
future of, 659-661
in-house services vs. outsourcing, 102—-103
interior design, 103-105
layouts, 113-114

SOC (Security Operations Center) 707

locating, 103
physical vs. virtual SOC, 102-103
rooms, 106-113
WBDG, 101-102
first-generation SOC, 51
fourth-generation SOC, 52
future of, 659
goal assessments, 53
defining goals, 54-55
ranking goals, 56-58
ranking threats, 58—59
summary of, 60
job roles, 216-217, 231-233
analysis services, 240
assessment officers, 220-221
certifications, 255-256
company cultures, 247
competitive workplaces, 252
compliance services, 240
cryptographers/cryptologists, 229-230
digital forensics services, 240241
forensic engineers, 230-231

incident management services,
239-240

incident responders, 221-222
interviewing, 247-249
managing employees, 250-252
onboarding employees, 249-250
penetration testers, 218-219
pre-interviewing, 246-247
research and development services, 241
retaining jobs, 252-253

risk management services, 239
security administrators, 224-225
security analysts, 217-218
security architects, 227-229
security clearances, 244-245
security engineers, 225-226
security trainers, 227
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situational and security awareness
services, 241

SOC services and associated job roles,
238241

soft skills, 241-244

systems analysts, 222-224

tiers, 237-238

training employees, 253-255

vulnerability management services, 239
maturity models, 47

assessments, 47-48

ISACA COBIT 5 Process Assessment
Model, 49-51

program maturity, 51-53
SOC-CMM Model, 49
mission statements, 74—75
developing, 75-76
sample statements, 7677
network considerations, 114—-115
disaster recovery, 125-126
inline connectivity, 123
redundancy, risks reduction, 124—125
segmentation, 115-120
throughput, 120-121
phases of development, 80—82
physical vs. virtual SOC, 102-103
planning, 95
capacity planning, 95-96, 99
goal alignment, 96
growth planning, 96-97
redundancy planning, 98
resource planning, 98
technology planning, 97-98
procedures, 82
designing, 83-84
examples of, 84-85
risk, 39-40
scope statements, 74—75
challenges of, 79-80
developing, 77-78

governance references, 80
risk management references, 80

sample statements, 78—79

second-generation SOC, 51
security considerations, 126—127

service areas, 160

developing, 161-163

FIRST CSIRT services/service areas,
160-161

ingesting log data from security devices,
162-163

services, 46

analysis services, 45, 151, 197-200, 240
associated job roles, 238-241

challenges, 152-154

compliance services, 45, 151, 187-189, 240
data assessments, 270-272

digital forensics services, 46, 151, 200-202,
240-241

external SOC services, 164

FIRST CSIRT services/service areas,
160-161

fundamental services, 150-152
in-house services, 42—44, 102-103
in-house SOC services, 164
hybrid services, 44

incident management services, 45, 151,
189-195, 239-240

job roles, tiers, 237-238
maturity models, 167-168
outsourcing services, 42, 102-103

research and development services, 46, 151,
205-206, 241

risk management services, 45, 150,
169-174, 239

situational and security awareness services,
46, 151, 202-205, 241

Three Pillars of Foundational SOC Support
Services, The, 154-159

vulnerability management services, 45, 150,
175-187, 239



staff, future of, 666-667
third-generation SOC, 52
vulnerabilities, 39-40
SOC-CMM maturity model, 49
social and online data context, 266
social engineering

attack example, hacking IT services,
634-635

SET, cloning Gmail, 203-204

social media, operational threat intelligence
data, 404-407

social-political meta-features, 31
soft skills, job roles, 241-242
evaluating, 242-243
SOC soft skills, 243-244
software
engineers, 215
SaaS, 610, 613-614, 627
solution planning, SIEM, 284-285
sovereignty of data, 374
SOX (Sarbanes-Oxley Act), 373
spam bots, 282
spam malware, 457
Splunk
dashboard
centralized data management, 144145
Hadoop, 311-312
SIEM troubleshooting, 291-300
Phantom
case management, 562-563
DevOps usage example, 564—566
playbooks, 563-564
SOAR example, 561-562
SSH Bruteforce logs, 412-413
stack counting, threat hunting, 459
standards
compliance/ risk reduction, 340-350
security, 19-20
state-sponsored actors, 6-7

systems analysts 709

static analysis
analysis services, 446-447
advanced static analysis, 448—451
disassemblers, 199-200
packed files, 197-199
Pframe, 448
reverse engineering files, 199-200

WannaCry kill switch malware analysis,
451-452

forensic dynamic analysis, 480—482
forensic static analysis, 478-479

stealth strategies, tactical threat
intelligence, 395

STIX, processing technical threat intelligence
data, 408-409

storage
data retention and, 143—-144
facility design, 104
SOC development
data retention and, 143—-144
throughput and, 141-144
throughput and, 141-144
strategic data, 262

strategic threat intelligence, 205,
382, 383

data expectations, 393
processing data, 400-402
strike packs, 18-19
structures of data, 263
semi-structured data, 263
structured data, 263
unstructured data, 263

surveillance (video), computer
rooms, 113

Surveyor, penetration testing, 185
syslog, 275

system order, eradication phase (incident
response), 463

systems analysts, 222-224
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T

tabletop exercises, policies, 334-335
example of, 337-340
executing, 336-337
format of, 337-338
options, 335

tactical data, 262

tactical threat intelligence, 205, 382-384
attack vectors, 394-395
data expectations, 394-396
infrastructures, 395
stealth strategies, 395
tools, 395

task assignments to incident response
playbooks, 427-430

TAXII, processing technical threat
intelligence data, 409-411

technical threat intelligence, 206, 382, 385
Abuse.ch Feodo Tracker, 412
AlienVault OTX, 412-413
Blocklist.de, 412
CINS Score, 412
Cyber Threat System from FortiGuard Labs, 413
Dan.me.uk, 412
data expectations, 397-398
Emerging Threats Rule Server, 412
FBI InfraGard, 412
IBM X-Force Exchange, 413
processing data, 407

CSV, 411

JSON, 407-408

OpenlOC, 408

Regex, 411

STIX, 408-409

TAXII, 409411

XML, 407

SSH Bruteforce logs, 412-413

technology

domains, 35

meta-features, 31
planning, SOC development, 97-98
securing SOC technology, 158-159

Three Pillars of Foundational SOC Support
Services, The, 158-159

temperature/humidity, computer rooms,
108-109

Tenable.sc vulnerability tracking, 177
testing, threat intelligence, 392
text-file formats, DevOps, 584-585
third-generation SOC, 52
threat actors, 4-5, 6-7

cyberterrorists, 7

hacktivists, 5-6

insider threats, 7

motivations of, 7

threat hunting, incident response, 424,
455-456

consortium playbooks, 196
example of, 460-462
grouping, 455-456
incidents, defining, 425
lifecycle of, 425426

containment, eradication and recovery
phase, 426438

detection and analysis phase, 438—454
post-incident activity phase, 484-492
preparation phase, 426438

maturity models, 460—462

performing, 459-460

planning, 194

SOC job roles, 221-222

stack counting, 459

techniques, 458-459

threat intelligence, 205, 262, 378-379

actionable intelligence, 378, 392
flowcharts, 414
processing data, 414

categories of, 382-385

checklists, 389-390


http://Abuse.ch
http://Blocklist.de
http://Dan.me.uk

collecting/processing, 399-400
operational threat intelligence data, 402-407
strategic threat intelligence data, 400—402
content quality, 390
checklists, 390-391
key factors, 390
context, 379, 385-388
evaluating, 388-389
external threat intelligence, 385-386
feedback, 421-422
internal threat intelligence, 385-386
10C, 382

nontechnical intelligence. See strategic threat
intelligence

operational threat intelligence, 205, 382,
384-385

data expectations, 396-397
processing data, 402—407

overview, 379

planning, 393-398

prevalence, 387

ROI, 421-422

security tools, 414-416
email security, 420-421
SIEM, 416419

strategic threat intelligence, 205, 382-383
data expectations, 393
processing data, 400-402

tactical threat intelligence, 205, 382-384
attack vectors, 394-395
data expectations, 394-396
infrastructures, 395
stealth strategies, 395
tools, 395

technical threat intelligence, 206, 382, 385
data expectations, 397-398
processing data, 407-413

testing, 392

threat data, 380

throughput 711

example of, 380
limitations, 381-382
value of, 380-381
threat models, 25
ATT&CK Model, 35-38
chaining together attack behaviors, 38
PRE-ATT&CK research, 36-37
using, 38
choosing, 38-39
Cyber Kill Chain model, 25-29
Diamond Model, 30-31
attack graphs, 34-35

Diamond Model for Incident Management,
32-33

Extended Diamond Model, 31
social-political meta-features, 31
technology meta-features, 31

threats
assessments, 355
data, 380

example of, 380

limitations, 381-382

value of, 380-381
detection tools, vulnerability, 524-525
feeds, big data, 312
future of, 671-673
mapping data, 270
ranking, 58-59
response to future threats, 673
zero-day threats, 7

Three Pillars of Foundational SOC Support
Services, The, 154-155

evaluating, 159

people, 156-157

technology, 158-159
throughput, 120-121

requirements, 121-123

SOC development, 141-144

storage and, 141-144
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ticketing systems, incident response,
435-436

tools

collaboration, SOC development,
138-140

limited tools, challenges for services, 153
tracking vulnerabilities, 179
training, 640

case study, 643-644

challenges of, 640-641

DevOps, 650

employees, 253-255

free training, 644

future of

on-demand experts, 649

universal language/language translation, 649

learning
on-demand learning, 646648
gamifying, 644-645
LMS, 645
personalized learning, 646648
ML, 655
today's training, 641-643
TrIDNET analysis service, 197
troubleshooting SIEM, 287, 291
actionable intelligence, 300-301
data input, 288, 293-299
data processing, 289-291
data storage, 291-293
validating results, 299-300
tuning SIEM, 285-287
types of data
booleans, 265
bytes, 264
chars, 265
doubles, 264
floats, 264
int, 264
longs, 264

primitive data types, 263-265
shorts, 264

U

unauthenticated scanning, 86

unknown environment penetration testing,
367

unstructured data, 263
upgrades (automated), SASE, 630
UPS, computer rooms, 110-111

\'J

Verizon 2020 Data Breach Investigations
Report, 189-190

video surveillance, computer rooms, 113
video walls, facility design, 104-105
virtualized computers, 638-639

viruses, 457

VirusTotal, 14

VolIP (Voice over IP), 617-618

volatile data, digital forensics,
480-482

VPN (Virtual Private Networks), 534
SASE, 628-629
SOC development, 91-92
vulnerabilities, 39-40
active vulnerability scanning, 86—87
assessments, 355-356, 505
authenticated scanning, 86
context, 266
CVSS, 86
evaluating, SOC development
active vulnerability scanning, 86—87
CVSS, 86
passive vulnerability scanning, 87-88
Nexpose vulnerability scanner, 86—87
passive vulnerability scanning, 87—88

SANS vulnerability management, best
practices, 12



scanning, 12, 176-177
tracking, 179
unauthenticated scanning, 86

vulnerability management,
498-499

accuracy, 540-541
assessments, 505
assets
access, 535
inventory phase, 500-502
management, 522
best practices, 499-500
Certero dashboard, 522
compliance tools, 522
CVSS, 507-508
CVSS v2, 508-512
CVSS v3, 508-512
cyber insurance, 544-547
deployment example, 535
evaluation procedures, 528-529
asset collection, 529-532
choosing corrective actions, 539
launch scanning, 537-539
planning, 532-537
prioritizing assets, 536
exceptions, 552-553
exploitation tools, 520-521
host scanning, 516

information management phase,
502-503

management services, 45, 150, 175
best practices, 175-176

waterfall model (modified), processing threat intelligence

NAC, 522-524
automated NAC, 501
manual NAC, 501
network scanners, 501-502, 515
Nmap
fingerprinting, 503
scanning, 501-502
patching systems, 547-549
planning, 532-537
process summary, 554-555
program diagrams, 527-528
remediation approval, 550-551
report and remediate phase, 505
reporting, 552
respond and repeat phase, 506
responses, 540, 542-544
risk assessment phase, 504
scanning, 515-520
active scanning, 515-516
assessments, 360-361
Firepower, 87-88, 306-307
passive scanning, 516-517
services, 525-527
shorthand, 511-512
Struts vulnerability example, 507
CVSS v2, 512
CVSS v3,513-514
temporal/environmental metrics, 511
threat detection tools, 524-525
tracking, 179, 525
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WAN (Wide-Area Networks), 618-620. See

job roles, 239
OpenVAS, 178

penetration testing, 179-187 also SD-WAN
- WannaCry kill switch malware analysis,
roles, 527-528 451-459

Tenable.sc vulnerability tracking, 177
vulnerability tracking, 179, 525
measuring vulnerabilities, 506

war rooms, facility design, 106

waterfall model (modified), processing threat
intelligence, 400-402
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WBDG (Whole Building Design Guide), SOC X
facility design, 101-102 ]
Webex Teams, ChatOps, 595 XDR (Cross-layered Detection and

K | DevOps. 533-594 Response), 559-560

s, manual De S, .

WI_ : " s XML (Extensible Markup Language)
Windows event logs, 277

DevOps, 585-586
processing technical threat intelligence data, 407

work environments
planning, 155-156
Three Pillars of Foundational SOC Support

Services, The, 155-156 Y
workflows, playbooks YAML, DevOps, 586-589
examples, 579-582 YANG serializers, DevOps, 589-590
sample workflow, 570-571
symbols, 570 z

workplaces, competitive, 252
Zenmap, NAC, 523-524

workstations, facility design, 105
zero-day threats, 7

worms, 457
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